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Foreword
This Criteria covers all the requirements of ISO/IEC17025:2017 “General requirements for the competence of testing and calibration laboratories”. In addition, This Criteria adopts parts of the contents of ISO/IEC 17020:2012 “Conformity assessment -- Requirements for the operation of various types of bodies performing inspection” and ILAC-G19:2014 “Guidelines for Forensic Science Laboratories”. Annex to this Criteria provides the cross-references of corresponding clauses.
This Criteria contains all of the requirements that forensic units have to meet if they wish to demonstrate that they operate a management system, are technically competent, and are able to provide correct examination results. At the same time, this Criteria has already included all the requirements of GB/T 19001(ISO 9001, IDT) that are related to the examination service covered by the laboratory management system. Therefore, a forensic unit complying with this Criteria is basically operating in accordance with the principles of GB/T 19001.
When the quality management system of a forensic unit meets the requirements of GB/T 19001, it doesn’t prove that the forensic unit has the competence to issue technically valid data and results. And compliance to this Criteria doesn’t mean that the operation of the quality management system of a forensic unit meets all the requirements of GB/T 19001.
CNAS uses this Criteria as the basis for accreditation of the competence of forensic units. In order to support the accreditation activities in particular fields, CNAS also develops series of application guidance for particular fields based on their different specialized features to make necessary supplementary explanations and interpretations of the general requirements of this Criteria, but not to add nor reduce any requirements of this Criteria.
Forensic units applying for CNAS accreditation shall satisfy the requirements of this Criteria as well as the application guidance of the respective fields.
 The annexes to this Criteria are informative, not requirements, aimed at helping understand and implement this Criteria. 
Accreditation Criteria for the Competence of Forensic Units

1 Scope
This Criteria specifies the general requirements for the competence, impartiality and continuous operation of forensic units.
This Criteria is applicable to all organizations engaged in forensic examination activities regardless of the number of their personnel. 

Customers of forensic units, regulatory authorities, organizations and schemes adopting peer evaluation, accreditation bodies and others can use this Criteria for confirming or recognizing the competence of forensic units. 
2 Normative references
The following referenced documents are indispensable for the application of this Criteria. For dated references, only the edition cited applies. For undated references, the latest edition of the referenced document (including any amendments) applies.
ISO/IEC Guide 99, International vocabulary of metrology — Basic and general concepts and associated terms (VIM) 1)
GB/T 27000 Conformity assessment — Vocabulary and general principles (ISO/IEC 17000, IDT);

ISO/IEC 17025:2017 General requirements for the competence of testing and calibration laboratories

ISO/IEC 17020:2012 Conformity assessment -- Requirements for the operation of various types of bodies performing inspection
ILAC-G19: 2014 Guidelines for accreditation of forensic science laboratories

1)also called JCGM 200.
3 Terms and definitions
For the purposes of this Criteria, the relevant terms and definitions given in ISO/IEC Guide 99 and GB/T 27000 and the following apply. This Criteria also adopts relevant general terms in the field of forensic science.

The ISO and IEC websites maintaining the terminology database for standardization are as follows: 
——ISO online browsing platform: http://www.iso.org/obp  
——IEC electronic open platform: http://www.electropedia.org/  

3.1 Impartiality

Presence of objectivity
Note 1 to entry: Objectivity means that conflicts of interest do not exist, or are resolved so as not to adversely influence subsequent activities of the laboratory (3.6).
Note 2 to entry: Other terms that are useful in conveying the element of impartiality include “independence”, “freedom from conflict of interests”, “freedom from bias”, “lack of prejudice”, “neutrality”, “fairness”, “open-mindedness”, “even-handedness”, “detachment”, “balance”.
3.2 Complaint

expression of dissatisfaction by any person or organization to a laboratory (3.6), relating to the activities or results of that laboratory, where a response is expected.
3.3 Interlaboratory comparison

organization, performance and evaluation of measurements or tests on the same or similar items by two or more laboratories in accordance with predetermined conditions.
3.4 Intra-laboratory comparison

organization, performance and evaluation of measurements or tests on the same or similar items, within the same laboratory (3.6), in accordance with predetermined conditions.
3.5 Proficiency testing

evaluation of participant performance against pre-established criteria by means of interlaboratory comparisons (3.3). 
3.6 Laboratory

body that performs one or more of the following activities:
— testing

— calibration

— sampling, associated with subsequent testing or calibration

Note 1 to entry: In the context of this document, “laboratory activities” refer to the three above-mentioned activities.
Note 2 to entry: laboratory activities accredited by CNAS, also including examination activities.
3.7 Decision rule

rule that describes how measurement uncertainty is accounted for when stating conformity with a specified requirement
3.8 Verification

provision of objective evidence that a given item fulfils specified requirements.
Note 1 to entry: When applicable, measurement uncertainty should be taken into consideration.
Note 2 to entry: The item may be, for example, a process, measurement procedure, material, compound, or measuring system.
Note 3 to entry: The specified requirements may be, for example, that a manufacturer’s specifications are met.
Note 4 to entry: Verification in legal metrology, as defined in VIML, and in conformity assessment in general, pertains to the examination and marking and/or issuing of a verification certificate for a measuring system.
Note 5 to entry: Verification should not be confused with calibration. Not every verification is a validation.
Note 6 to entry: In chemistry, verification of the identity of the entity involved, or of activity, requires a description of the structure or properties of that entity or activity.
3.9 Validation

verification (3.8), where the specified requirements are adequate for an intended use.
3.10 Examination
Activities that the examiner uses scientific technology or expertise to identify and judge and present examination comments on specific issues involved in the litigation activities, including sampling, testing/examinations, result analysis or comparison, result interpretations and conformity judgment process.
3.11 Examiner
A person reviewed and approved by the administrative department and having acquired the respective professional certificate to engage in forensic examination or forensic science activities.
3.12 Forensic unit
A body approved by the administrative department and having acquired the respective permit to engage in forensic examination or forensic science activities. It may be an organization or a part of an organization. 
3.13 Testing/Examination
Activities of sampling, analysis, visual inspections, comparisons, interpretations and opinions for exhibits/samples.
3.14 Exhibit/Sample
All articles used to prove the facts of a case (incident), such as hairs, blood, excreta, human tissue, toxicants, amanuensis materials, foot prints, hand prints, etc., and relevant information or records present in the various media for analysis and judgment.
3.15 Sampling
Sampling is a defined process whereby a part of a substance, exhibit/sample or product is taken to provide for testing of a representative sample of the whole. The process should be based on statistically valid techniques.
3.16 Additional or background information
External examination information provided by the customer or used by the forensic unit as the basis of or other information related to the forensic science process.
3.17 Contract review
The process of signing the written service agreement between the forensic unit and the customer. 
3.18 Authorized report issuer
The examiner appointed by the top management of the forensic unit and accredited and assessed as qualified to be responsible for technical review and issuance of the examination documents within the scope of authorization.
4 General requirements
4.1 Impartiality
4.1.1 The forensic unit activities shall be undertaken impartially and structured and managed so as to safeguard impartiality.
4.1.2 The top management of the forensic unit shall state its commitment to impartiality.
4.1.3 The forensic unit shall be responsible for the impartiality of its examination activities and shall have a policy and procedure to avoid being involved in any activities that might reduce impartiality and shall not allow commercial, financial or other pressures to compromise impartiality.
4.1.4 The forensic unit shall identify risks to its impartiality on an on-going basis. This shall include those risks that arise from its activities, or from its relationships, or from the relationships of its personnel. 
NOTE A relationship that threatens the impartiality of the forensic unit can be based on ownership, governance, management, personnel, shared resources, finances, contracts, marketing, and the corresponding rewards etc. 
4.1.5 If a risk to impartiality is identified, the forensic unit shall be able to demonstrate how it eliminates or minimizes such risk.
4.2 Confidentiality
4.2.1 The forensic unit shall be responsible, through legally enforceable commitments, for the management of all information obtained or created during the performance of examination activities. The forensic unit shall inform the customer in advance, of the information it intends to place in the public domain. Except for information that the customer makes publicly available, or when agreed between the forensic unit and the customer (e.g. for the purpose of responding to complaints), all other information is considered proprietary information and shall be regarded as confidential.
4.2.2 When the forensic unit is required by law or authorized by contractual arrangements to release confidential information, the customer or individual concerned shall, unless prohibited by law, be notified of the information provided.
4.2.3 Information about the customer obtained from sources than the customer (e.g. complainant, regulators) shall be confidential between the customer and the forensic unit. The provider of this information shall be confidential to the forensic unit and shall not be shared with customer, unless agreed by source.
4.2.4 Personnel, including any committee members, contractors, personnel of external bodies, or individuals acting on the forensic unit’s behalf, shall keep confidential all information obtained or created during the performance of the forensic unit activities.
4.3 Independence
4.3.1 The roles and responsibilities of the key personnel of the mother organization of a forensic unit engaged in or affecting examination activities shall be specified in order to identify potential conflicts of interests if the mother organization of the forensic unit is engaged in activities other than examination.
4.3.2 The forensic unit shall at least be identifiable and exactly defined in the mother organization, with its status in and relationships with the various departments of the mother organization indicated in an organization chart or by other means. A statement shall be made available of the mother organization’s assurance of the independence and impartiality of the forensic unit.
5 Structural requirements
5.1 The forensic unit shall be a legal entity, or a defined part of a legal entity, that is legally responsible for its examination activities.
5.2 The forensic unit shall identify management that has overall responsibility for the forensic unit.
5.3 The forensic unit shall define and document the range of examination activities for which it conforms with this document. The forensic unit shall only claim conformity with this document for this range of examination activities, which excludes externally provided examination activities on an ongoing basis.
5.4 Activities of the forensic unit shall be carried out in such a way as to meet the requirements of this document, the forensic unit’s customers, regulatory authorities and organizations providing recognition. This shall include examination activities performed in all its permanent facilities, at sites away from its permanent facilities, in associated temporary or mobile facilities or at a customer’s facility.
5.5 The forensic unit shall
a) define the organization and management structure of the forensic unit, its place in any parent organization, and the relationships between quality management, technical operations and support services;
b) specify the responsibility, authority and interrelationships of all personnel who manage, perform or verify work affecting the results of examination activities;
c) document its procedures to the extent necessary to ensure the consistent application of its examination activities and the validity of the results.
5.6 The forensic unit shall have personnel who, irrespective of other responsibilities, have the authority and resources needed to carry out their duties, including:
a) implementation, maintenance and improvement of the management system;
b) identification of deviations from the management system or from the procedures for performing examination activities;
c) initiation of actions to prevent or minimize such deviations;
d) reporting to the forensic unit management on the performance of the management system and any need for improvement;
e) ensuring the effectiveness of examination activities.
f) have technical management which has overall responsibility for the technical operations and the provision of the resources needed to ensure the required quality of forensic unit operations; the technical management shall be a permanent employee of the forensic unit; when the technical management is unable to perform their responsibilities, the forensic unit shall appoint deputies;
Note: Each technical discipline may have one technical manager when the scope of services of the forensic unit involves different technical disciplines.

g) appoint a quality manager who shall have defined responsibility and authority for ensuring that the management system related to quality is implemented and followed at all times; the quality manager shall have direct access to the highest level of management. 
5.7 Top management of a forensic unit shall ensure that: 

a) communication takes place regarding the effectiveness of the management system and the importance of meeting customers’ and other requirements;
b) the integrity of the management system is maintained when changes to the management system are planned and implemented. 
5.8 The forensic unit shall have adequate measures to cover liabilities arising from its examination activities and describe their functions. The liability can be insurance, reserves, be assumed by the mother organization or by the State.
6 Resource requirements
6.1 General
The forensic unit shall have available the personnel, facilities, equipment, systems and support services necessary to manage and perform its examination activities.
6.2 Personnel
6.2.1 All personnel of the forensic unit, either internal or external (including in-training personnel, temporary sub-contractors, external experts etc.), that could influence the examination activities shall act impartially, be competent and work in accordance with the management system of the forensic unit.
The forensic unit shall provide behavioral guidance to its personnel by means of a Code of Conduct that addresses ethical behavior and professional disciplines, confidentiality and impartiality, personal safety, relationship with customers, rules and regulations of the forensic unit and any other issues needed to ensure appropriate conduct of all staff.
6.2.2 The forensic unit shall document the competence requirements for each function influencing the results of examination activities, including requirements for education, qualification, training, technical knowledge, skills and experience. 
6.2.3 The forensic unit shall ensure that the personnel have the competence to perform examination activities for which they are responsible and to evaluate the significance of deviations. The competence of examiners shall include the examination program planning and technical judgment competence as well as the competence appropriate to the type, scope and workload of the examination work that they undertake. 
Note: Having education, training, qualifications do not guarantee professional competence. The assessment or validation of competence may take a variety of forms, dependent on the task(s) performed (e.g. written and / or oral examinations; practical exercises; or personnel observation and conformity assessment). In many cases, some combination of competency assessment will be the most effective approach.
6.2.4 The management of the forensic unit shall communicate to personnel their duties, responsibilities and authorities.
6.2.5 The forensic unit shall have procedure(s) and retain records for:
a) determining the competence requirements;
b) selection of personnel;
c) training of personnel;
d) supervision of personnel;
e) authorization of personnel;
f) monitoring of competence of personnel.
6.2.6 The forensic unit shall authorize personnel to perform specific examination activities, including but not limited to, the following:
a) development, modification, verification and validation of methods;
b) examination and analysis of results, including judgement of results and analysis of opinions and interpretations;

c) report, review and authorization of results;
d) critical technical support;
e) key management positions, including exhibits/samples management, equipment management, file management etc. 
6.2.7 The forensic unit shall establish and maintain a policy and procedures for identifying training needs and implement training of personnel and shall establish and implement training plan. The training plan for the examiner shall be suitable and relevant to the present and anticipated tasks of the forensic unit. The effectiveness of the training actions taken shall be assessed where possible.

The training programme shall comprise of the following stages: 
a) an induction period;
b) a mentored working period with experienced examiners;
c) continuing training to keep pace with examination technology and methods.
Note 1: Personnel may be categorized based on the different technical levels or work stages and the training programme should at least be able to reflect the pertinence of training to different categories of personnel. Assessment of individual training needs should be based on the competence, qualifications, experiences and supervision results of the respective examination personnel.

Note 2: Temporarily employed personnel involved in the examination activities and external experts providing technical supports shall be provided with sufficient and effective training at least before they are employed.
6.2.8 The forensic unit shall monitor all examiners and other personnel involved in examination activities for conformity and satisfactory performance according to examination methods and requirements. Each examiner shall be observed on-site, unless there is sufficient supporting evidence that the examiner is continuing to perform competently. Results of monitoring shall be used as a means of identifying training needs

Note 1: In addition to site witness, supervision may be conducted in a variety of forms, e.g. result review, inquiry, simulated examination, etc. The method of supervision shall be suitable to the examination tasks performed.

Note 2: The frequency, degree and scope of supervision shall be suitable to the personnel’s qualifications, experiences, training, competence performance and tasks of examination performed.
6.3 Facilities and environmental conditions
6.3.1 The facilities and environmental conditions shall be suitable for the examination activities and shall not adversely affect the validity of results.
NOTE Influences that can adversely affect the validity of results can include, but are not limited to, microbial contamination, dust, electromagnetic disturbances, radiation, humidity, electrical supply, temperature, sound and vibration.
6.3.2 The requirements for facilities and environmental conditions necessary for the performance of the examination activities shall be documented.
6.3.3 The forensic unit shall monitor, control and record environmental conditions in accordance with relevant specifications, methods or procedures or where they influence the validity of the results.
6.3.4 Measures to control facilities shall be implemented, monitored and periodically reviewed and shall include, but not be limited to:
a) control of access to and use of areas affecting the examination activities; 
b) prevention of contamination, interference or adverse influences on examination activities;
c) effective separation between areas with incompatible examination activities;
d) Satisfaction of personal protection requirements.
Note 1: In work areas involving determination of trace level, DNA testing of forensic evidences, the forensic unit shall confirm that the facilities and environment will not generate adverse impacts on the effectiveness of the examination results.

Note 2: The forensic unit shall provide appropriate protective measures for site work and at sites and for personnel involving biological or hazardous exhibits/samples.
6.3.5 When the forensic unit performs examination activities at sites or facilities outside its permanent control, it shall ensure that the requirements related to facilities and environmental conditions of this document are met. Records shall be maintained of the actual environmental conditions for reference upon sampling and result interpretation when the environmental conditions are not controllable (e.g. climate at an outdoor site) and likely to influence the results of examination.
6.3.6 Measures shall be taken to ensure good housekeeping in the forensic unit. Special procedures shall be prepared where necessary.
6.4 Equipment
6.4.1 The forensic unit shall have access to equipment including, but not limited to, measuring instruments, software, measurement standards, reference materials, reference data, reagents, consumables or auxiliary apparatus which is required for the correct performance of examination activities and which can influence the result.
NOTE 1 A multitude of names exist for reference materials and certified reference materials, including reference standards, calibration standards, standard reference materials and quality control materials. Reference materials from producers meeting the requirements of ISO 17034 come with a product information sheet/certificate that specifies, amongst other characteristics, homogeneity and stability for specified properties and, for certified reference materials, specified properties with certified values, their associated measurement uncertainty and metrological traceability.

NOTE 2 ISO Guide 33 provides guidance on the selection and use of reference materials. ISO Guide 80 provides guidance to produce in house quality control materials.
NOTE 3 Data, exhibits/samples and relevant materials (e.g. motor vehicle paints, drug samples, typewriter print styles, bullets, DNA, frequency databases) used for identification, comparison or interpretation purposes during examination shall be fully documented, uniquely identified and properly controlled as internal reference materials.
6.4.2 In those cases where the forensic unit needs to use equipment outside its permanent control, it shall ensure that the requirements of this Criteria are met.
Note 1: The forensic unit shall ensure the applicability and, functional or calibration status of external equipment not controlled by the forensic unit.
Note 2: Equipment applicability and functional status shall be checked, if necessary, before any examination work is conducted at temporary or mobile facilities or sites and other non-permanent facilities.
6.4.3 The forensic unit shall have procedures for handling, transport, storage, use and planned maintenance of equipment to ensure their proper functioning and in order to prevent contamination or deterioration.
6.4.4 The forensic unit shall verify that equipment conforms to specified requirements before being placed or returned into service. The verification requirements shall be documented before the equipment having an effect on the validity of results is verified. The verification requirements shall at least include the mode, interval and conformity judgement indicators for verification. 
6.4.5 The equipment used for measurement shall be capable of achieving the measurement accuracy and/or measurement uncertainty required to provide a valid result.
6.4.6 Measuring equipment shall be calibrated when: 
—— the measurement accuracy or measurement uncertainty affects the validity of the reported results, and (or)
——calibration of the equipment is used to establish the metrological traceability of the reported result.
NOTE Types of equipment having an effect on the validity of the reported results can include:
——those used for the direct measurement of the measurand, e.g. use of a balance to perform a mass measurement;
——those used to make corrections to the measured value, e.g. temperature measurements;
  ——those used to obtain a measurement result calculated from multiple quantities.
6.4.7 The forensic unit shall establish a calibration programme, which shall be reviewed and adjusted as necessary in order to maintain confidence in the status of calibration.
6.4.8 All equipment requiring calibration or which has a defined period of validity shall be labelled, coded or otherwise identified to allow the user of the equipment to readily identify the status of calibration or period of validity.
6.4.9 Equipment that has been subjected to overloading or mishandling, gives questionable results, or has been shown to be defective or outside specified requirements, shall be taken out of service. It shall be isolated to prevent its use or clearly labelled or marked as being out of service until it has been verified to perform correctly. The forensic unit shall examine the effect of the defect or deviation from specified requirements and shall initiate the management of nonconforming work procedure (see 7.10).
6.4.10 When intermediate checks are necessary to maintain confidence in the performance of the equipment, these checks shall be carried out according to a procedure.
6.4.11 When calibration and reference material data include reference values or correction factors, the forensic unit shall ensure the reference values and correction factors are updated and implemented, as appropriate, to meet specified requirements.
6.4.12 The forensic unit shall take practicable measures to prevent unintended adjustments of equipment from invalidating results.
6.4.13 Records shall be retained for equipment which can influence examination activities. The records shall include the following, where applicable:
a) the identity of equipment, including software and firmware version;
b) the manufacturer’s name, type identification, and serial number or other unique identification; 
c) evidence of verification that equipment conforms with specified requirements;

d) the current location;
e) calibration dates, results of calibrations, adjustments, acceptance criteria, and the due date of the next calibration or the calibration interval;
f) documentation of reference materials, results, acceptance criteria, relevant dates and the period of validity;
g) the maintenance plan and maintenance carried out to date, where relevant to the performance of the equipment;
h) details of any damage, malfunction, modification to, or repair of, the equipment.
6.5 Metrological traceability
6.5.1 The forensic unit shall establish and maintain metrological traceability of its measurement results by means of a documented unbroken chain of calibrations, each contributing to the measurement uncertainty, linking them to an appropriate reference.
NOTE 1 In ISO/IEC Guide 99, metrological traceability is defined as the “property of a measurement result whereby the result can be related to a reference through a documented unbroken chain of calibrations, each contributing to the measurement uncertainty”.
NOTE 2 See Annex A for additional information on metrological traceability.
6.5.2 The forensic unit shall ensure that measurement results are traceable to the International System of Units (SI) through one of the following:
a) calibration provided by a competent laboratory;
NOTE 1 Laboratories fulfilling the requirements of this document are considered to be competent.
b) certified values of certified reference materials provided by a competent producer with stated metrological traceability to the SI;
NOTE 2 Reference material producers fulfilling the requirements of ISO 17034 are considered to be competent.
c) direct realization of the SI units ensured by comparison, directly or indirectly, with national or international standards.
NOTE 3 Details of practical realization of the definitions of some important units are given in the SI brochure.
6.5.3 When metrological traceability to the SI units is not technically possible, the forensic unit shall demonstrate metrological traceability to an appropriate reference, e.g.
a) certified values of certified reference materials provided by a competent producer;
b) use of reference measurement procedures, specified methods or consensus standards that are clearly described and accepted as providing measurement results fit for their intended use and ensured by suitable comparison.
6.6 Externally provided products and services
6.6.1 The forensic unit shall ensure that only suitable externally provided products and services that affect examination activities are used, when such products and services:
a) are intended for incorporation into the forensic unit’s own activities;
b) are provided, in part or in full, directly to the customer by the forensic unit, as received from the external provider;
c) are used to support the operation of forensic unit.
NOTE Products can include measurement standards and equipment, auxiliary equipment, consumable materials and reference materials. Services can include calibration services, sampling services, testing services, facility and equipment maintenance services, proficiency testing services and assessment and auditing services.
6.6.2 The forensic unit shall have a procedure and retain records for:
a) defining, reviewing and approving its requirements for externally provided products services;
b) defining the criteria for evaluation, selection, monitoring of performance and re-evaluation of the external providers;
c) ensuring that externally provided products and services conform to the established requirements of the forensic unit, or when applicable, to the relevant requirements of this document, before they are used or directly provided to the customer;
d) taking any actions arising from evaluations, monitoring of performance and re-evaluations of the external providers.
6.6.3 The forensic unit shall communicate its requirements to external providers for:
a) the products and services to be provided;
b) the acceptance criteria;
c) competence, including any required qualification of personnel;
d) activities that the forensic unit, or its customer, intends to perform at the external provider’s premises.
7 Process requirements
7.1 Review of requests
7.1.1 The forensic unit shall have a procedure for the acceptance of requests. The procedure shall ensure that:

a)  the requirements are adequately defined, documented and understood;

b) the forensic unit has the capability and resources to meet requirements;

c) where external providers are used, the requirements of 6.6 are applied and the forensic unit advises the customer of the specific examination activities to be performed by the external provider and gains the customer’s approval. However, the forensic unit shall not subcontract work such as sampling, analysis of results/data and judgment of examination results and generation of examination comments.
NOTE 1 It is recognized that externally provided examination activities can occur when:

——the forensic unit has the resources and competence to perform the activities, however, for unforeseen reasons is unable to undertake these in part or full;
——A certain part of the work required in the request does not belong to or exceeds the scope of the forensic unit’s competence or resources.
d) the appropriate methods or procedures are selected and are capable of meeting the customers’ requirements.
NOTE 2 For internal or routine customers, reviews of requests can be performed in a simplified way.
Where applicable, the customer shall be required, during the review, to provide or define contents including (but not limited to) the following:

e) respective legal and statutory requirements and matters requiring avoidance;

f) the scope of work to be carried out at, requirements of integrity and environmental conditions and other special requirements of the scene of crime or accident when any work is necessary;

g) need for any special equipment or special competencies

h) health and safety issues;

i) relevant information or data, e.g. case details, investigation records, personnel information, exhibits/samples condition, past examination and diagnosis and medical treatment records, etc.

 j) The return or disposal of exhibits and samples shall be agreed with the customer and recorded in writing.
7.1.2 The forensic unit shall inform the customer when the method requested by the customer is considered to be inappropriate or out of date.
7.1.3 When the customer requests a statement of conformity to a specification or standard for the test or calibration (e.g. pass/fail, in-tolerance/out-of-tolerance) the specification or standard, and the decision rule shall be clearly defined. Unless inherent in the requested specification or standard, the decision rule selected shall be communicated to, and agreed with, the customer.
NOTE For further guidance on statements of conformity, see ISO/IEC Guide 98-4.
7.1.4 Any differences between the request and the contract shall be resolved before examination activities commence. Each contract shall be acceptable both to the forensic unit and the customer. Deviations requested by the customer shall not impact the integrity of the forensic unit or the validity of the results.
7.1.5 The forensic unit shall carry out the examination activities according to the contract and keep them under control through supervision, review and other actions and ensure that the contract requirements are satisfied. The customer shall be informed of any deviation from the contract.
7.1.6 If a contract is amended after work has commenced, the contract review shall be repeated and any amendments shall be communicated to all affected personnel.
7.1.7 The forensic unit shall cooperate with customers or their representatives in clarifying the customer’s request and in monitoring the performance of the forensic unit in relation to the work performed.
NOTE: Such cooperation may include:
a) providing reasonable access to relevant areas of the forensic unit to witness customer-specific examination activities;
b) preparation, packaging, and dispatch of items needed by the customer for verification purposes.
7.1.8 Records of reviews, including any significant changes, shall be retained by the forensic unit. Records shall also be retained of pertinent discussions with a customer relating to the customer’s requirements or the results of the examination activities.
7.1.9 For some technical fields or examination projects, the customer may provide the forensic unit with external information (as shown in 7.1.1 i) that should be considered in the forensic science process. The forensic unit shall establish and implement procedures for validating the integrity and usability of external information. The customer shall be advised accordingly in case the external information from the customer is insufficient or lacking, possibly causing any limitation on the forensic conclusion or reduced rationality of interpretation of the examination results. See 7.8.2.2 for other treatment requirements. 
7.2 Selection, verification and validation of methods
7.2.1 Selection and verification of methods
 
7.2.1.1 The forensic unit shall use appropriate methods and procedures for all examination activities and, where appropriate, for evaluation of the measurement uncertainty as well as statistical techniques for analysis of data.
NOTE “Method” as used in this Criteria can be considered synonymous with the term “measurement procedure” as defined in ISO/IEC Guide 99.
7.2.1.2 All methods, procedures and supporting documentation, such as instructions, standards, manuals and reference data relevant to the examination activities, shall be kept up to date and shall be made readily available to personnel (see 8.3).
7.2.1.3 The forensic unit shall ensure that it uses the latest valid version of a method unless it is not appropriate or possible to do so. When necessary, the application of the method shall be supplemented with additional details to ensure consistent application.
NOTE International, regional or national standards or other recognized specifications that contain sufficient and concise information on how to perform examination activities do not need to be supplemented or rewritten as internal procedures if these standards are written in a way that they can be used by the operating personnel in a forensic unit. It can be necessary to provide additional documentation for optional steps in the method or additional details.
7.2.1.4 When the customer does not specify the method to be used, the forensic unit shall select an appropriate method and inform the customer of the method chosen. Methods published either in international, regional or national standards, or by reputable technical organizations, or in relevant scientific texts or journals, or as specified by the manufacturer of the equipment, are recommended. Forensic unit-developed or modified methods can also be used.
7.2.1.5 The forensic unit shall verify that it can properly perform methods before introducing them by ensuring that it can achieve the required performance. Records of the verification shall be retained. If the method is revised by the issuing body, verification shall be repeated to the extent necessary.
7.2.1.6 When method development is required, this shall be a planned activity of the forensic unit and shall be assigned to competent personnel equipped with adequate resources. As method development proceeds, periodic review shall be carried out to confirm that the needs of customer are still being fulfilled. Any modifications to the development plan shall be approved and authorized.
7.2.1.7 Deviations from methods for all examination activities shall occur only if the deviation has been documented, technically justified, authorized, and accepted by the customer beforehand.
7.2.2 Validation of methods
7.2.2.1 The forensic unit shall validate non-standard methods, laboratory-developed methods and standard methods used outside their intended scope or otherwise modified. The validation shall be as extensive as is necessary to meet the needs of the given application or field of application.
NOTE 1 Validation can include procedures for sampling, handling and transportation of exhibits/samples.
NOTE 2 The techniques used for method validation can be one of, or a combination of, the following:
a) calibration or evaluation of bias and precision using reference standards or reference materials; 
b) systematic assessment of the factors influencing the result;

c) testing method robustness through variation of controlled parameters, such as incubator temperature, volume dispensed;
d) comparison of results achieved with other validated methods;
e) interlaboratory comparisons;

f) evaluation of measurement uncertainty of the results based on an understanding of the theoretical principles of the method and practical experience of the performance of the sampling or test method.
7.2.2.2 When changes are made to a validated method, the influence of such shall be determined and where they are found to affect the original validation, a new method validation shall be performed.
7.2.2.3 The performance characteristics of validated methods as assessed for the intended use, shall be relevant to the customers’ needs and consistent with specified requirements.
NOTE Performance characteristics of the method can include, but are not limited to, the measurement range, accuracy, the measurement uncertainty of the results, limit of detection, limit of quantification, selectivity of the method, linearity, repeatability or reproducibility, robustness against external influences or cross-sensitivity against interference from the matrix of the sample or test object, and bias.
7.2.2.4 The forensic unit shall retain the following records of validation, including:
a) the validation procedure used;
b) specification of the requirements;
c) determination of the performance characteristics method;
d) results obtained;
e) a statement on the validity of the method, detailing its fitness for the intended use.
7.3 Sampling

7.3.1 The forensic unit shall have a sampling plan and method when it carries out sampling for subsequent examination. The sampling method shall address the factors to be controlled to ensure the validity of subsequent examination results. The sampling plan and method shall be available at the site where sampling is undertaken. Sampling plans shall, whenever reasonable, be based on appropriate statistical methods.
7.3.2 The sampling method shall describe:
a) the selection of samples or sites;
b) the sampling plan;
c) preparation and treatment of sample(s) through sampling, to yield the required exhibit/sample for subsequent examination.
NOTE When received into the forensic unit, further handling can be required as specified in 7.4.
7.3.3 The forensic unit shall retain records of sampling data that forms part of the examination that is undertaken. These records shall include, where relevant:
a) the sampling method used;
b) date and time of sampling;
c) information to identify and describe the sample (e.g. number, amount, name);
d) identification of the personnel performing sampling;
e) identification of the equipment used;
f) environmental or transport conditions;
g) diagrams or other equivalent means to identify the sampling location (when appropriate);
h) deviations, additions to or exclusions from the sampling method and sampling plan.

7.3.4 Sampling process in some examination activities involves no statistical methods. In such cases, the forensic unit shall ensure that the examiner has the ability of selecting, determining and obtaining exhibits/samples and receives appropriate training. Where necessary, the forensic unit shall document the sampling requirements.
7.3.5 The forensic unit shall keep records of the sampling process. Where the customer requires deviations, additions or exclusions from the documented sampling procedure, these shall be recorded and shall be communicated to the appropriate personnel.
7.4 Handling of exhibits/samples
7.4.1 The forensic unit shall have a procedure for the transportation, receipt, handling, protection, storage, retention, and disposal or return of exhibits/samples, including all provisions necessary to protect the integrity of the exhibits/samples and to protect the interests of the forensic unit and the customer. Precautions shall be taken to avoid deterioration, contamination, loss or damage to the exhibit/sample during handling, transporting, storing/waiting and examination. Handling instructions provided with the exhibit/sample shall be followed.
7.4.2 The forensic unit shall have a system for the unambiguous identification of exhibits/samples. The identification shall be retained while the exhibit/sample is under the responsibility of the forensic unit. The system shall ensure that exhibits/samples will not be confused physically or when referred to in records or other documents. The system shall, if appropriate, accommodate a sub-division exhibits/samples and the transfer of exhibits/samples.
Note 1: With the different properties of the various exhibits/samples taken into account, it is extremely important for the forensic unit to select an appropriate method of identification, e.g. unique identification, differential property description, etc.

Note 2: It may be unrealistic to use a single identification method when the exhibits/samples are transferred within or outside the forensic unit or during different examination stages. Such situation shall be considered in the design of the identification system, which shall reflect the transfer connection between the different identification methods of the same exhibit/sample.
7.4.3 Upon receipt of the exhibit/sample, the package, quantity and characters of the exhibit/sample shall be recorded in detail and abnormal conditions or deviations from specified conditions shall be recorded. When there is doubt about the suitability of an exhibit/sample for examination, or when an exhibit/sample does not conform to the description provided, the forensic unit shall consult the customer for further instructions before proceeding and shall record the results of this consultation. When the customer requires the exhibit/sample to be examined acknowledging a deviation from specified conditions, the forensic unit shall include a disclaimer in the report indicating which results may be affected by the deviation.
7.4.4 When exhibits/samples need to be stored or conditioned under specified environmental conditions, these conditions shall be maintained, monitored and recorded. Where an exhibit/sample or a portion of it is to be held secure, the forensic unit shall have arrangements for storage and security that protect the condition and integrity of the secured exhibits/samples or portions concerned.
7.4.5 Records shall be kept of the receipt, internal transfer, disposal, retention, return and disposal processes to ensure the integrity and traceability of records of “custody chain”.
7.5 Records/files
7.5.1 The forensic unit shall ensure that the technical records for each examination shall contain result, report and sufficient information to facilitate, if possible, identification of factors affecting the measurement results and their uncertainty and to enable the examination operation to be repeated under conditions as close as possible to the original. The technical records shall include the identity of personnel responsible for the sampling, performance of each examination activity and checking of results as well as the dates of implementation. The original observations, derived data and calculations of the examination activities shall be recorded at the time they are observed or obtained, identified according to particular tasks and filed in a timely manner. When the laboratory information management system (LIMS) is used, the forensic unit shall retain original records if the system is unable to collect data automatically.  

7.5.2 The forensic unit shall ensure that amendments to technical records can be tracked to previous versions or to original observations. Both the original and amended data and files shall be kept, including the date of alteration, an indication of the altered aspects and the personnel responsible for the alterations.
7.5.3 Records of the authorized signatory’s review of the examination certificate shall be able to demonstrate that each critical finding, results and/or data supporting the examination opinion, analysis judgment and notes and examination opinion are reviewed and the comments of the authorized signatory may be represented in multiple forms, e.g. individual or general opinion and pertinent notes, etc.
7.5.4 The forensic unit shall create and maintain files and documentation relating to each examination case. The information that is to be included in case records shall include, but not be limited to, records of any communication with the customers, customer agreements, condition description of exhibits/samples and records of “chain of custody” (receipt, internal transfer, return or disposal by other means), records of the examination process, examination results/data, available external information or data, results or report of the relevant work of external providers, records of authorized signatory’s review of the forensic document and duplicate of the forensic document, etc.

Note 1: The period of storage of files shall comply with legal requirements.

Note 2: There shall be measures through which the integrity of the files is maintained and ensure that it is easy to detect if a document is added to the file at a later date or goes missing from the file.

Note 3: For amendments or replacement of published examination certificates, both the examination certificate before and after such amendments or replacements shall be placed on file.

Note 4: Duplicates of examination certificates in the forensic science field are usually originals instead of photocopies of originals.
7.6 Evaluation of measurement uncertainty
7.6.1 The forensic unit shall identify the contributions to measurement uncertainty. When evaluating measurement uncertainty, all contributions which are of significance, including those arising from sampling, shall be taken into account using appropriate methods of analysis.
7.6.2 A forensic unit performing calibrations, including of its own equipment, shall evaluate the measurement uncertainty for all calibrations.
7.6.3 A forensic unit performing testing shall evaluate measurement uncertainty. Where the test method precludes rigorous evaluation of measurement uncertainty, an estimation shall be made based on an understanding of the theoretical principles or practical experience of the performance of the method.
NOTE 1 In those cases where a well-recognized test method specifies limits to the values of the major sources of measurement uncertainty and specifies the form of presentation of the calculated results, the laboratory is considered to have satisfied 7.6.3 by following the test method and reporting instructions.
NOTE 2 For a particular method where the measurement uncertainty of the results has been established and verified, there is no need to evaluate measurement uncertainty for each result if the laboratory can demonstrate that the identified critical influencing factors are under control.
NOTE 3 For further information, see ISO/IEC Guide 98-3, ISO 5725 and ISO 21748.
7.7 Ensuring the validity of results
7.7.1 The forensic unit shall have quality control procedures for monitoring the examination results. The resulting data and/or results shall be recorded in such a way that trends are detectable and, where practicable, statistical techniques shall be applied to the reviewing of the results of quality control. This quality control shall be planned and reviewed. The specific ways of quality control, frequency (routine or periodic) and control requirements shall be determined and documented in accordance with the technical characteristics, method requirements, technical risks, personnel competence and the types and workload of the examination performed. The ways of quality control may include, but not be limited to:

a) use of reference materials or quality control samples;
b) use of alternative instrumentation that has been calibrated to provide traceable results;
c) functional check(s) of measuring and testing/examination equipment;
d) use of check or working standards with control charts, where applicable;
e) intermediate checks on measuring equipment;
f) replicate testing/examination using the same or different methods;
g) retesting/reexamination of retained exhibits/samples;
h) analysis of correlation of results for different characteristics of an exhibit/sample;
i) review of reported results;
j) intra-laboratory comparison;
k) testing of blind sample(s).
7.7.2 The forensic unit shall monitor its performance by comparison with results of other forensic units, where available and appropriate. This monitoring shall be planned and reviewed and shall include, but not be limited to:
a) participation in proficiency testing;
NOTE GB/T 27043 contains detailed information on proficiency tests and proficiency testing providers. Proficiency testing providers that meet the requirements of GB/T 27043 are considered to be competent.

b) participation in interlaboratory comparisons other than proficiency testing.
7.7.3 Data from monitoring activities shall be analyzed, used to control and, if applicable, improve the examination activities. If the results of the analysis of data from monitoring activities are found to be outside pre-defined criteria, appropriate action shall be taken to prevent incorrect results from being reported.
7.8 Examination document
7.8.1 General
7.8.1.1 The forensic unit shall issue the examination results usually in an examination document format, which be reviewed and authorized prior to release.
7.8.1.2 The forensic unit shall report the result of every or series of examination work accurately, clearly, unambiguously and objectively and shall include all the information required by the customer and necessary for the interpretation of the results and all information required by the method used. 
Records of the review of the examination document shall be able to demonstrate that each critical finding, results and/or data supporting the examination opinion, analysis judgment and notes and examination opinion are reviewed and the comments may be represented in multiple forms, e.g. individual or general opinion and pertinent notes, etc. The review shall include but not limited to:
a) suitability of the method used；

b) conformity of the processes of examination activities; 
c) accuracy and integrity of the records, data, results, interpretations and notes, and examination opinion. 
The forensic unit shall retain all the issued examination documents as technical records. 
Note1: Forensic units may call the examination documents differently.
NOTE 2 Examination documents can be issued as hard copies or by electronic means, provided that the requirements of this Criteria are met.
7.8.1.3 When the examination service is provided to internal customers or it is agreed with the customer, the results may be reported in a simplified way. Any information listed in 7.8.2 to 7.8.7 that is not reported to the customer shall be readily available.
7.8.2 General requirements for examination document
7.8.2.1 Each examination document shall include at least the following information, unless the forensic unit has valid reasons for not doing so, thereby minimizing any possibility of misunderstanding or misuse: 
a) a title (e.g. “Examination Opinion Letter”, “Calibration Certificate” or “Report of Sampling”);
b) the name and address of the forensic unit;
c) the location of performance of the examination activities, including when performed at a customer facility or at sites away from the permanent facilities of the forensic unit, or in associated temporary or mobile facilities;
d) unique identification that all its components are recognized as a portion of an examination document and a clear identification of the end;
e) the name and address of the customer
f) identification of the method used
g) a description, unambiguous identification, and, when necessary, the condition of the exhibit/sample;
h) the date of receipt of the exhibit/sample(s), and the date of sampling, where this is critical to the validity and application of the results;
i) the date(s) of performance of the examination activity;
j) date of issuance of the examination document;
k) reference to the sampling plan and sampling method used by the forensic unit or other bodies where these are relevant to the validity or application of the results;
l) a statement to the effect that the examination results relate only to the exhibit/sample as received;

m) the examination results with, where appropriate, the units of measurement;
n) additions to, deviations, or exclusions from the examination method;
o) identification of the name(s) of the examiner and authorized signatory (examination document approver)
Note 1: Requirements of the administrative authorities shall be respected.
p) clear identification when data and results are from external providers.
Note 2: The forensic units shall include a statement specifying that the report shall not be reproduced (except in full), without approval of the forensic unit.
7.8.2.2 The forensic unit shall be responsible for all the information provided in the examination document, except when information is provided by the customer. Data/results provided by a customer shall be clearly identified. In addition, a disclaimer shall be put on the examination document when the information is supplied by the customer and can affect the validity of results. Where the forensic unit has not been responsible for the sampling stage (e.g. the exhibit/sample has been provided by the customer), it shall state in the examination document that the results apply to the exhibit/sample as received.
7.8.3 Specific requirements for examination document
7.8.3.1 In addition to the requirements listed in 7.8.2, examination documents shall, where necessary for the interpretation of the examination results, include the following information required for the interpretation of the results and opinions:
a) information on specific examination conditions, such as environmental conditions;
b) where relevant, a statement of compliance requirements or specifications (see 7.8.6); 
c) where applicable, the measurement uncertainty presented in the same unit as that of the measurand or in a term relative to the measurand (e.g. percent) when:
——it is relevant to the validity or application of the examination results;
——a customer’s instruction so requires, or
——the measurement uncertainty affects conformity to a specification limit;

d) where appropriate, opinions and interpretations (see 7.8.7);
e) additional information which may be required by specific methods, authorities, customers.
7.8.3.2 Where the forensic unit is responsible for the sampling activity, the examination document shall meet the requirements listed in 7.8.5 where necessary for the interpretation of test results.
7.8.4 Specific requirements for calibration certificates
7.8.4.1 In addition to the requirements listed in 7.8.2, calibration certificates shall include the following: 
a) the measurement uncertainty of the measurement result presented in the same unit as that of the measurand or in a term relative to the measurand (e.g. percent);
NOTE According to ISO/IEC Guide 99, a measurement result is generally expressed as a single measured quantity value including unit of measurement and a measurement uncertainty.
b) the conditions (e.g. environmental) under which the calibrations were made that have an influence on the measurement results;
c) a statement identifying how the measurements are metrologically traceable (see Annex A);
d) the results before and after any adjustment or repair, if available;
e) where relevant, a statement of conformity with requirements or specifications (see 7.8.6);
f) where appropriate, opinions and interpretations (see 7.8.7). 

7.8.4.2 Where the forensic unit is responsible for the sampling activity, calibration certificates shall meet the requirements listed in 7.8.5 where necessary for the interpretation of test results.
7.8.4.3 A calibration certificate or calibration label shall not contain any recommendation on the calibration interval except where this has been agreed with the customer.
7.8.5 报Reporting sampling – specific requirements
Where the forensic unit is responsible for the sampling activity, in addition to the requirements listed in 7.8.2, examination documents shall include the following, where necessary for the interpretation of results:
a) the date of sampling;
b) unique identification of the exhibit/sample sampled (including the name of the manufacturer, the model or type of designation and serial numbers as appropriate);
c) the location of sampling, including any diagrams, sketches or photographs;
d) the sampling plan and sampling method;
e) details of any environmental conditions during sampling that affect the interpretation of the test results;
f) information required to evaluate measurement uncertainty for subsequent testing or calibration.
7.8.6 Statements of conformity of examination document
7.8.6.1 When a statement of conformity to a specification or standard is provided, the forensic unit shall document the decision rule employed, taking into account the level of risk (such as false accept and false reject and statistical assumptions) associated with the decision rule employed and apply the decision rule.
NOTE Where the decision rule is prescribed by the customer, regulations or normative documents, a further consideration of the level of risk is not necessary.
7.8.6.2 The forensic unit shall report on the statement of conformity, such that the statement clearly identifies:
a) to which results the statement of conformity applies;
b) which specifications, standards or parts thereof are met or not met;
c) the decision rule applied (unless it is inherent in the requested specification or standard).
NOTE For further information, see ISO/IEC Guide 98-4.
7.8.7 Opinions and interpretations of examination documents
7.8.7.1 When opinions and interpretations are contained in the examination document, the forensic unit shall ensure that only personnel authorized for the expression of opinions and interpretations releases the respective statement. The forensic unit shall document the basis upon which the opinions and interpretations have been made.
NOTE It is important to distinguish opinions and interpretations from statements of inspections as intended in GB/T 27020(ISO/IEC17020, IDT) and from statements of conformity as referred to in 7.8.6.
7.8.7.2 The opinions and interpretations expressed in examination documents shall be based on the examination results obtained from the exhibit/sample and shall be clearly identified as such. When there is limitation to the examination activities and the information provided by the customer is insufficient or missing, leading to limitation of the examination opinions and reduced reasonability of the interpretations and notes, it shall be clarified in the opinions and interpretations of the examination document.
Note: the interpretations and notes included in the examination document may include (but not limited to) the following: 
——an opinion on the statement of compliance (or noncompliance) of the results with requirements;
——fulfillment of contractual requirements;
——recommendations on how to use the results;
——guidance to be used for improvements.
7.8.7.3 When opinions and interpretations are directly communicated by dialogue with the customer, a record of the dialogue shall be retained.
7.8.8 Amendments to examination documents
7.8.8.1 When an issued examination document needs to be changed, amended or re-issued, any change of information shall be clearly identified and, where appropriate, the reason for the change included in the examination document.
7.8.8.2 Amendments to an examination document after issue shall be made only in the form of a further document, or data transfer, which includes the statement:
 “Amendment to Examination Document, serial number... (or as otherwise identified)”, or an equivalent form of wording.
Amended examination documents shall be reviewed before issuance by an authorized signatory according to Clause 7.8.1.1. Such amendments shall meet all the requirements of this Criteria. 
7.8.8.3 When it is necessary to issue a complete new examination document, this shall be uniquely identified and shall contain a reference to the original that it replaces.
7.9 Complaints
7.9.1 The forensic unit shall have a documented process to receive, investigate and make decisions on complaints.
7.9.2 A description of the handling process for complaints shall be available to any interested party on request. Upon receipt of a complaint, the forensic unit shall confirm whether the complaint relates to examination activities that it is responsible for and, if so, shall deal with it. The forensic unit shall be responsible for all decisions at all levels of the handling process for complaints.
7.9.3 The process for handling complaints shall include at least the following elements and methods:
a) description of the process for receiving, validating, investigating the complaint, and deciding what actions are to be taken in response to it;
b) tracking and recording complaints, including actions undertaken to resolve them;
c) ensuring that any appropriate action is taken.
7.9.4 The forensic unit receiving the complaint shall be responsible for gathering and verifying all necessary information to validate the complaint.
7.9.5 Whenever possible, the forensic unit shall acknowledge receipt of the complaint, and provide the complainant with progress reports and the outcome.
7.9.6 The outcomes to be communicated to the complainant shall be made by, or reviewed and approved by, individual(s) not involved in the original examination activities in question. 
7.9.7 Whenever possible, the forensic unit shall give formal notice of the end of the complaint handling to the complainant.
7.10 Nonconforming work
7.10.1 The forensic unit shall have a procedure that shall be implemented when any aspect of its examination activities or results of this work do not conform to its own procedures or the agreed requirements of the customer (e.g. equipment or environmental conditions are out of specified limits, results of monitoring fail to meet specified criteria). The procedure shall ensure that:
a) the responsibilities and authorities for the management of nonconforming work are defined; 
b) actions (including halting or repeating of work and withholding of reports, as necessary) are based upon the risk levels established by the forensic unit;
c) an evaluation is made of the significance of the nonconforming work, including an impact analysis on previous results;
d) a decision is taken on the acceptability of the nonconforming work;
e) where necessary, the customer is notified and work is recalled;

f) the responsibility for authorizing the resumption of work is defined.
7.10.2 The forensic unit shall retain records of nonconforming work and actions as specified in 7.10.1, bullets b) to f).
7.10.3 Where the evaluation indicates that the nonconforming work could recur, or that there is doubt about the conformity of the operations of the forensic unit with its own management system, the forensic unit shall implement corrective action.
7.11 Control of data and information management
7.11.1 The forensic unit shall have access to the data and information needed to perform examination activities.
7.11.2 The laboratory information management system(s) used for the collection, processing, recording, reporting, storage or retrieval of data shall be validated for functionality by the forensic unit before introduction, including the proper functioning of interfaces within the laboratory information management system(s). Whenever there are any changes, including laboratory software configuration or modifications to commercial software, they shall be authorized, documented and validated before implementation.
NOTE 1 In this document “laboratory information management system(s)” includes the management of data and information contained in both computerized and non-computerized systems. Some of the requirements can be more applicable to computerized systems than to non-computerized systems.
NOTE 2 Commercial software in general use within its designed application range can be considered to be sufficiently validated.
7.11.3 The laboratory information management system(s) shall:
a) be protected from unauthorized access;
b) be safeguarded against tampering and loss;
c) be operated in an environment that complies with supplier or laboratory specifications or, in the case of non-computerized systems, provides conditions which safeguard the accuracy of manual recording and transcription;
d) be maintained in a manner that ensures the integrity of the data and information;
e) include recording system failures and the appropriate immediate and corrective actions.
7.11.4 When a laboratory information management system is managed and maintained off-site or through an external provider, the forensic unit shall ensure that the provider or operator of the system complies with all applicable requirements of this document.
7.11.5 The forensic unit shall ensure that instructions, manuals and reference data relevant to the laboratory information management system(s) are made readily available to personnel.
7.11.6 Calculations and data transfers shall be checked in an appropriate and systematic manner.
8 Management system requirements
8.1 Options
8.1.1 General
The forensic unit shall establish, document, implement and maintain a management system that is capable of supporting and demonstrating the consistent achievement of the requirements of this Criteria and assuring the quality of the examination results. In addition to meeting the requirements of Clauses 4 to 7, the forensic unit shall implement a management system in accordance with Option A or Option B.
NOTE See Annex B for more information.
8.1.2 Option A
As a minimum, the management system of the forensic unit shall address the following:
——management system documentation (see 8.2);
——control of management system documents (see 8.3);
——control of records (see 8.4);
——actions to address risks and opportunities (see 8.5);
——improvement (see 8.6);
——corrective action (see 8.7);
——internal audits (see 8.8);
——management reviews (see 8.9).
8.1.3 Option B
A forensic unit that has established and maintains a management system, in accordance with the requirements of ISO 9001, and that is capable of supporting and demonstrating the consistent fulfilment of the requirements of Clauses 4 to 7, also fulfils at least the intent of the management system requirements specified in 8.2 to 8.9.
8.2 Management system documentation (Option A)
8.2.1 The top management of forensic units shall establish, document, and maintain policies and objectives for the fulfilment of the purposes of this document and shall ensure that the policies and objectives are acknowledged and implemented at all levels of the forensic unit.
8.2.2 The policies and objectives shall address the competence, impartiality and consistent operation of the forensic unit.
8.2.3 The top management of forensic units shall provide evidence of commitment to the development and implementation of the management system and to continually improving its effectiveness.
8.2.4 All documentation, processes, systems, records, related to the fulfilment of the requirements of this document shall be included in, referenced from, or linked to the management system.
8.2.5 All personnel involved in examination activities shall have access to the parts of the management system documentation and related information that are applicable to their responsibilities.
8.3 Control of management system documents (Option A)
8.3.1 The forensic unit shall control the internal and external documents that relate to the fulfilment of this document.
NOTE In this context, “document” can be policy statements, procedures, specifications, manufacturer’s instructions, calibration tables, charts, text books, posters, notices, memoranda, drawings, plans, etc. These can be on various media, such as hard copy or digital.
8.3.2 The forensic unit shall ensure that:
a) documents are approved for suitability and adequacy prior to issue by authorized personnel;
b) documents are periodically reviewed, and updated as necessary;
c) changes and the current revision status of documents are identified;
d) relevant versions of applicable documents are available at points of use and, where necessary, their distribution is controlled;
e) documents are uniquely identified;
f) the unintended use of obsolete documents is prevented, and suitable identification is applied to them if they are retained for any purpose.
8.4 Control of records (Option A)

8.4.1 The forensic unit shall establish and retain legible records to demonstrate fulfilment of the requirements in this Criteria.
8.4.2 The forensic unit shall implement the controls needed for the identification, storage, protection, back-up, archive, retrieval, retention time, and disposal of its records. The forensic unit shall retain records for a period consistent with its contractual obligations. Access to these records shall be consistent with the confidentiality commitments and records shall be readily available.

The forensic unit shall have a procedure to protect and back up records stored electronically to prevent unauthorized access or alteration. When electronic signatures are used, relevant procedure shall be developed and executed to ensure and demonstrate that electronic signature can only be applied by the individual represented by the electronic signature.
NOTE Additional requirements regarding technical records are given in 7.5.
8.5 Actions to address risks and opportunities (Option A)
8.5.1 The forensic unit shall consider the risks and opportunities associated with the examination activities in order to:
a) give assurance that the management system achieves its intended results;
b) enhance opportunities to achieve the purpose and objectives of the forensic unit;
c) prevent, or reduce, undesired impacts and potential failures in the examination activities;
d) achieve improvement.
8.5.2 The forensic unit shall plan:
a) actions to address these risks and opportunities;
b) how to:

——integrate and implement the actions into its management system;
——evaluate the effectiveness of these actions.
NOTE Although this document specifies that the organization plans actions to address risks, there is no requirement for formal methods for risk management or a documented risk management process. Forensic units can decide whether or not to develop a more extensive risk management methodology than is required by this document, e.g. through the application of other guidance or standards.
8.5.3 Actions taken to address risks and opportunities shall be proportional to the potential impact on the validity of examination results.
NOTE 1 Options to address risks can include identifying and avoiding threats, taking risk in order to pursue an opportunity, eliminating the risk source, changing the likelihood or consequences, sharing the risk, or retaining risk by informed decision.
NOTE 2 Opportunities can lead to expanding the scope of the examination activities, winning new customers, using new technology and other possibilities to address customer needs.

8.6 Improvement (Option A)
8.6.1 The forensic unit shall identify and select opportunities for improvement and implement any necessary actions.
NOTE The forensic unit can identify opportunities for improvement through the review of the operational procedures, the use of the policies, overall objectives, audit results, corrective actions, management review, suggestions from personnel, risk assessment, analysis of data, and proficiency testing results.
8.6.2 The forensic unit shall seek feedback, both positive and negative, from its customers. The feedback shall be analyzed and used to improve the management system, examination activities and customer service.
NOTE Examples of the types of feedback include customer satisfaction surveys, communication records and review of reports with customers.
8.7 Corrective action (Option A)
8.7.1 When a nonconformity occurs, the forensic unit shall:
a) react to the nonconformity and, as applicable: 
——take action to control and correct it;
——address the consequences;
b) evaluate the need for action to eliminate the cause(s) of the nonconformity, in order that it does not recur or occur elsewhere, by:

——reviewing and analyzing the nonconformity;
——determining the causes of the nonconformity;
——determining if similar nonconformities exist, or could potentially occur;
c) implement any action needed;
d) review the effectiveness of any corrective action taken;
e) update risks and opportunities determined during planning, if necessary;
f) make changes to the management system, if necessary.
8.7.2 Corrective actions shall be appropriate to the effects of the nonconformities encountered.
8.7.3 The forensic unit shall retain records as objective evidence of: 
a) the nature of the nonconformities, cause(s) and any subsequent actions taken;
b) the results of any corrective action.
8.8 Internal audits (Option A)
8.8.1 The forensic unit shall conduct internal audits at planned intervals to provide information on whether the management system:
a) conforms to:
——the own requirements of the forensic unit for its management system, including the laboratory activities;
——the requirements of this document;
c) is effectively implemented and maintained
8.8.2 The forensic unit shall:
a) plan, establish, implement and maintain an audit programme including the frequency, methods, responsibilities, planning requirements and reporting, which shall take into consideration the importance of the examination activities concerned, changes affecting the forensic unit, and the results of previous audits;
b) define the audit criteria and scope for each audit;
Note 1: Usually internal audit of all elements shall be completed within 24 months. The internal audit shall include: onsite activities, appearing in court as a witness and examination document. When the identification of nonconformity or deviation leads to doubt about the conformity of the forensic unit to policy and procedures or the requirements of this document (including but not limited to nonconformity to policy and procedure, valid complaint, ineffective corrective action, doubt about the correctness and validity of the examination results and risk analysis results), the forensic unit shall initiate internal audit. 
c) ensure that the results of the audits are reported to relevant management;
d) implement appropriate correction and corrective actions without undue delay;
e) retain records as evidence of the implementation of the audit programme and the audit results.
Note 2: GB/T 19011(ISO 19011, IDT) provides guidance for internal audits.
8.9 Management reviews (Option A)
8.9.1 The top management of the forensic unit shall review its management system at planned intervals, in order to ensure its continuing suitability, adequacy and effectiveness, including the stated policies and objectives related to the fulfilment of this document.
8.9.2 The inputs to management review shall be recorded by forensic units and shall include information related to the following:
a) changes in internal and external issues that are relevant to the forensic unit;
b) fulfilment of objectives;
c) suitability of policies and procedures
d) status of actions from previous management reviews;
e) outcome of recent internal audit
f) corrective actions;
g) assessments by external bodies;
h) changes in the volume and type of the work or in the range of examination activities;
i) customer and personnel feedback;
j) complaints;
k) effectiveness of any implemented improvements;
i) adequacy of resources;
m) results of risk identification;
n) outcomes of the assurance of the validity of examination results; and
o) other relevant factors, such as monitoring activities and training.

NOTE Management review shall be conducted at least once every 12 months or is completed within 12 months by means of rolling review.
8.9.3 The outputs from the management review shall record all decisions and actions related to at least:
a) the effectiveness of the management system and its processes;
b) improvement of the examination activities related to the fulfilment of the requirements of this document;
c) provision of required resources;
d) any need for change.
The top management shall ensure that these actions are implemented within a suitable and agreed time period. 
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(informative annex)
Metrological traceability

A.1 General
This annex provides more detailed information on metrological traceability, which is an important concept to ensure comparability of measurement results both nationally and internationally.
A.2 Establishing metrological traceability
A.2.1 Metrological traceability is established by considering, and then ensuring, the following:
a) the specification of the measurand (quantity to be measured);
b) a documented unbroken chain of calibrations going back to stated and appropriate references (appropriate references include national or international standards, and intrinsic standards);
c) measurement uncertainty for each step in the traceability chain measurement uncertainty is evaluated according to agreed methods;
d) each step of the chain is performed in accordance with appropriate methods, and the measurement results and associated, recorded measurement uncertainties;
e) the laboratories performing one or more steps in the chain supply evidence for their technical competence.
A.2.2 The systematic measurement error (sometimes called “bias”) of the calibrated equipment is taken into account to disseminate metrological traceability to measurement results in the laboratory. There are several mechanisms available to take into account the systematic measurement errors in the dissemination of measurement metrological traceability.
A.2.3 Measurement standards that have reported information from a competent laboratory that includes only a statement of conformity to a specification (omitting the measurement results and associated uncertainties) are sometimes used to disseminate metrological traceability. This approach, in which the specification limits are imported as the source of uncertainty, is dependent upon:
——the use of an appropriate decision rule to establish conformity;
——the specification limits subsequently being treated in a technically appropriate way in the uncertainty budget.
The technical basis for this approach is that the declared conformance to a specification defines a range of measurement values, within which the true value is expected to lie, at a specified level of confidence, which considers both any bias from the true value, as well as the measurement uncertainty.
EXAMPLE The use of OIML R111 class weights to calibrate a balance.
A.3 Demonstrating metrological traceability
A.3.1 Laboratories are responsible for establishing metrological traceability in accordance with this document. Calibration results from laboratories conforming to this document provide metrological traceability. Certified values of certified reference materials from reference material producers conforming to ISO 17034 provide metrological traceability. There are various ways to demonstrate conformity with this document, i.e. third-party recognition (such as an accreditation body), external assessment by customers or self-assessment. Internationally accepted paths include, but are not limited to the following.
a) Calibration and measurement capabilities provided by national metrology institutes and designated institutes that have been subject to suitable peer-review processes. Such peer -review is conducted under the CIPM MRA (International Committee for Weights and Measures Mutual Recognition Arrangement). Services covered by the CIPM MRA can be viewed in Appendix C of the BIPM KCDB (International Bureau Weights and Measures Key Comparison Database) which details the range and measurement uncertainty for each listed service. 
b) Calibration and measurement capabilities that have been accredited by an accreditation body subject to the ILAC (International Laboratory Accreditation Cooperation) Arrangement or to Regional Arrangements recognized by ILAC have demonstrated metrological traceability. Scopes of accredited laboratories are publicly available from their respective accreditation bodies.
A.3.2 The Joint BIPM, OIML (International Organization of Legal Metrology), ILAC and ISO Declaration on Metrological Traceability provides specific guidance when there is a need to demonstrate international acceptability of the metrological traceability chain.
Annex B

(informative annex)
 Management system options
B.1 Growth in the use of management systems generally has increased the need to ensure that laboratories can operate a management system that is seen as conforming to GB/T 19001, as well as to this document. As a result, this document provides two options for the requirements related to the implementation of a management system.

B.2 Option A (see 8.1.2) lists the minimum requirements for implementation of a management system in a laboratory. Care has been taken to incorporate all those requirements of ISO 9001 that are relevant to the scope of laboratory activities that are covered by the management system. Laboratories that comply with Clauses 4 to 7 and implement Option A of Clause 8 will therefore also operate generally in accordance with the principles of GB/T 19001.
B.3 Option B (see 8.1.3) allows laboratories to establish and maintain a management system in accordance with the requirements of GB/T 19001, in a manner that supports and demonstrates the consistent fulfilment of Clauses 4 to 7. Laboratories that implement Option B of Clause 8 will therefore also operate in accordance with GB/T 19001. Conformity of the management system within which the laboratory operates to the requirements of GB/T 19001 does not, in itself, demonstrate the competence of the laboratory to produce technically valid data and results. This is accomplished through compliance with Clauses 4 to 7. 
B.4 Both options are intended to achieve the same result in the performance of the management system and compliance with Clauses 4 to 7.
NOTE Documents, data and records are components of documented information as used in GB/T 19001 and other management system standards. Control of documents is covered in 8.3. The control of records is covered in 8.4 and 7.5. The control of data related to the laboratory activities is covered in 7.11.
B.5 Figure B.1 illustrates an example of a possible schematic representation of the operational processes of a laboratory, as described in Clause 7.
[image: image2.png]Handling of test .,m..m.u.m..w@

(o )
Preparation Calibration / test execution ) Release
Tem ofitem / | otiem | liem
Sampling ] !
\
Resource SrToT TS “ Management | [oncontorming
information work
management
Review of Selection, I aatono
Request requests, verification Eneuring Eyaluation of Reporting of Reportof
tenders and y - results results
nders an Valiation of results uncertainty

O _method M)

T2





Figure B.1—Possible schematic representation of the operational processes of a laboratory
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