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CNAS-CL02-A010
Guidance on the application of accreditation criteria for the medical laboratory quality and competence in laboratory information system

China National Accreditation Service for Conformity Assessment

Foreword
This Guidance was prepared by China National Accreditation Service for Conformity Assessment (CNAS). It is a further explanation for laboratory information system (LIS) by CNAS based on the requirements of CNAS-CL02:2012 Accreditation Criteria for the Quality and Competence of Medical Laboratories, without any addition or reduction of its requirements. 

This Guidance is used together with CNAS-CL02:2012 Accreditation Criteria for the Quality and Competence of Medical Laboratories.
For structural arrangement, the Guidance utilizes the same clause numbers and titles as CNAS-CL02:2012. The details on application specification of CNAS-CL02:2012 are given following the corresponding clauses.
This edition replaces CNAS-CL35:2012.
This is a revised version, compared to CNAS-CL35:2012, this edition only revised the document number.
Guidance on the application of accreditation criteria for the medical laboratory quality and competence in laboratory information system
1 Scope
This Guidance applies to accreditation for medical laboratory in the field of laboratory information system by CNAS.

2 Normative references

3 Terms and definitions

4 Management requirements

4.1 Organization and management responsibility
4.2 Quality management system
4.3 Document control
The laboratory shall control documents required by the quality management system, including use of electronic documents, and shall clearly identify authorized changes to ensure validity of electronic documents and prevention from unintended use of any obsolete document.
4.4 Services agreements
4.5 Examination by referral laboratories
4.6 External services and supplies
4.7 Advisory services
4.8 Resolution of complaints
4.9 Identification and control of nonconformities
4.10 Corrective action
4.11 Preventive action
4.12 Continual improvement
4.13 Control of records
The laboratory shall define the retention period that patient examination data and information in information system are to be retained. Clinical staff shall be asked for advices about the period and retrieval mode.
4.14 Evaluation and audits
4.15 Management review
5 Technical requirements

5.1 Personnel

5.1.5 The laboratory shall formulate training and assessment plan for personnel using the information system, new staffs, and for contingency plan of information system.
The laboratory shall provide training for all personnel using the information system on how to use new system and modified system.
5.1.6 Competence assessment
The laboratory shall assess the competence of each person at least every year to perform new functions of information system, information safety protection and the ability to perform the contingency plan.
5.2 Accommodation and environmental conditions

5.2.6 Necessary environmental and operating conditions shall be provided to ensure normal operation of computer system; the computer and accessories shall be kept clean, the location and environment of which shall comply with the specifications of manufacturer (e.g. ventilation, static electricity, temperature, humility).
The placement of computer shall meet the requirements for fire protection.
Protective measures shall be taken for wires and computer cables in passage area.  
The computer associated with laboratory information system (LIS) server and data processing shall be provided with Uninterrupted Power Supply (UPS) to prevent the data in LIS from damage or loss.
5.3 Laboratory equipment, reagents, and consumables
5.3.1.5 The system shall be checked for accidental changes after each backup or recovery of data file.
The changes to system hardware and software shall be clearly identified and recorded. Those changes shall be verified to ensure the acceptability.
5.4 Pre-examination processes
5.5 Examination processes
5.5.3.1 The procedure manual and operation instruction (electronic edition is applicable) of computer system shall be established for all authorized computer users to use and shall be available on site.  
5.5.3.2 The usage and operation mode of computer system and its interaction with other computer program shall be clearly specified. The level of detail shall be sufficient to support appropriate troubleshooting, system or program modification by the administrator of computer information system.
5.5.3.3 The procedure manual of computer system shall be reviewed and approved periodically by laboratory director or authorized person; the procedure manual used shall be currently valid.
5.5.3.4 The laboratory shall formulate a procedure to protect data, information and computer equipment when fire, software or hardware damage occurs.
5.6 Ensuring quality of examination results
5.7 Post-examination processes
5.8 Reporting of results
5.8.1 General
The consistency between final examination report in LIS and original input data shall be checked regularly, the program documents and records shall be maintained to avoid wrong data transmission. The laboratory shall check data error during data processing and storage.
Example:
1) The laboratory shall check the data in enquiry system of test results from physician and nurse workstations for the accordance with original data at regular intervals.
2) A certain number of comparisons between new instrument and the data in LIS shall be performed before it access to LIS.
5.8.3 Report content
k) The report format in LIS shall provide notes feature such as interpretation of results.
The laboratory director shall review and approve the content and format of laboratory report in LIS, and seek for advices from clinical staff.
5.9 Release of results
5.9.1 b) LIS shall have a procedure to find out critical values and set off alarm before the computer releases report. The clinic shall be notified of this circumstance by related procedure(e.g. splash screen of physician and nurse workstations), and the record shall be made (including patient information, the receiver of critical value, the date and time of receipt, and laboratory informant and the date & time of notification).
5.9.2 LIS shall have a procedure to find out unreasonable or impossible results before the computer releases report; original data shall be displayed after patient data are changed. LIS shall display the historical data of patient for examiner to perform comparison of test data when the report is reviewed.
5.10 Laboratory information management
5.10.1 The laboratory information system shall be able to meet the demands of inquiry for doctor’s advice and examination report, as well as the informatization and quality monitoring indicator analysis before examination, in examination and after examination in laboratory.
5.10.3 d) 
(a) The laboratory and the network management center shall ensure that:
A procedure is established and implemented to always protect the integrity of data in all computers and information systems; 

Computer programs and other methods are sufficient to protect the collection, processing, recording, reporting, storage or retrieval of examination data and information from acquisition, modification or destruction by accident or by illegal way.
(b) Software shall not be installed illegally in laboratory computer. The use of USB interface and CD-ROM shall be controlled by authorization or other measures.
(c) If the information in other computer systems (e.g. pharmacy record or medical record) is available from the computer system of laboratory, appropriate safety precautions for computer shall be taken to prevent from acquisition of this information without authorization.
(d) Appropriate safety precautions for computer shall be taken to prevent from unauthorized acquisition and modification of any patient information in laboratory via other computer systems (e.g. pharmacy record or medical record).
(e) The network transmission of data in and out of institution shall be protected from illegal reception or intercept.
(f) LIS shall be able to identify and record the information of personnel who had access to or modified patient data, control documents or computer programs.
(g) The laboratory shall establish effective backup measures to prevent from hardware or software failure resulting in patient data loss. The effectiveness of backup shall be checked periodically.
(h) The laboratory shall specify backup cycle and storage life.
(i) The errors detected during system backup and the corrective actions taken shall be recorded, and reported to laboratory director.
(j) The alarm system of computer shall be monitored (usually monitoring hardware and software performance by the console of host computer) and regularly checked to make sure normal operation.
e) when the data are input into computer or other information systems by manual or automatic means, the correctness of data entry shall be examined and checked before computer final acceptance and reporting.
If possible, data entry shall be examined against predetermined value range of specific test so that unreasonable or impossible results can be detected before final acceptance and reporting.
f) 
(a) Multiple copies of maintenance form in different systems shall be checked regularly (e.g. biological reference interval in laboratory information system and hospital information system), to make sure the consistency of all copies used. Appropriate duplication or control program shall be available and checked periodically.
(b) The laboratory shall regularly check and record the procedures and the results of computer processing of patient data.
Note: the procedures and results of processing of patient data refer to any changes made to patient records based on input data, including numerical calculation, logic function and automatic check of results, addition of notes.
(c) LIS shall be able to completely reproduce archived examination results and other necessary additional information, including measurement uncertainty, biological reference interval, and warnings, footnotes or explanatory notes attached to examination results.
(d) Patient and laboratory data shall be searched “on-line” in specified time limit if there are no other ways.
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(f) Backup of patient result data shall be performed by LIS.
(g) Requirements for turning off and restarting all or part of the system shall be specified by programs to guarantee the integrity of data, to reduce the impact on services provided by the laboratory, and to guarantee normal operation of system after restarting.
(h) Documentation of routine maintenance, service and repair shall be protected for operators to trace any work done by computer.
(i) Appropriate documents shall be established for taking corrective actions to deal with the failures occurred in computer, and recorded.
(j) Written processing scheme shall be developed to deal with emergencies of computer system.
(k) Appropriate program shall be developed to deal with other systems down (e.g. hospital information system) to guarantee the integrity of patient data.  Appropriate program shall be developed to verify recovery of other systems and change or update of data file.
(l) All unexpected halt, system-degradation period (e.g. slow down of response time) and other computer issues shall be recorded, including the cause of failure and the corrective actions taken. The laboratory shall immediately report all severe computer failures to designated personnel.
(m) Written contingency plan shall be developed to deal with some events to make sure that patient result report can be released quickly and effectively when malfunctions occur in computer or other information system.
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