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CNAS-CL46
Guidance on the Application of Testing and Calibration Laboratories Competence Accreditation Criteria in the Field of Information Security Testing

CNAS
Foreword
This document is CNAS’s further interpretation of some clauses of CNAS-CL01:2006 “Accreditation Criteria for the Competence of Testing and Calibration Laboratories” in light of the characteristics of information security testing. It neither adds to nor reduces the requirements of this Criteria.
This document is applied together with CNAS-CL01:2006 “Accreditation Criteria for the Competence of Testing and Calibration Laboratories”.
In terms of structure layout, the serial numbers and titles of the chapters and sections in this document are aligned to those in CNAS-CL01:2006. The specific contents of the application guidance on CNAS-CL01:2006 are given after the corresponding clauses.
Guidance on the Application of Testing and Calibration Laboratories Competence Accreditation Criteria in the Field of Information Security Testing
1 Scope
1.2 This document applies to all laboratories engaged in information security testing. 
2 Normative reference
Accreditation Criteria for the Competence of Testing and Calibration Laboratories (CNAS-CL01:2006)
3 Terms and definitions
4 Management requirements 
4.1 Organization
4.1.4 If the organization where the laboratory belongs is engaged in activities (e.g. relating to the development activities associated with information security) other than information security testing, it shall promise to take actions to ensure it shall not use the intellectual property rights of The parties relating to the information security of the tested object for gaining profit and it shall not participate in third-party testing activities with regard to the information security product developed by the above organization so as to avoid any possible compromise of its judgment independence and test credibility.
4.1.5 The laboratory shall:
a) assign the responsibility for organizing and implementing the information security testing assignment to those technical staff who are familiar with the project management, information security development technique, information security testing technique and the standards, rules and specifications.
c) have policy and procedure available for assuring protection of the confidential information and intellectual property rights of all parties relating to the information security of the tested object. There shall at least be description of the information protection mode for the testing process, electronic storage and test results to avoid causing potential security risks resulting from the leakage and misuse of information to the operation of the tested object. The written confidentiality commitment shall be established and signed.
d) establish and maintain the policy and procedure for the impartiality and integrity of information security testing and ensure that the information security testing personnel do not participate in the development and consulting of the tested object and the laboratory testing personnel are separate from the product developer, system integrator, security integrator as well as other personnel that have conflict of interest and possible impact on the test results.
e) have at least 5 information security testing staff who meet the requirements of clause 5.2 and have the site, facilities, equipment and test tool appropriate to the testing assignments.

g) assigning the responsibility for monitoring the information security testing process and reviewing the legal compliance of product to those staff who are familiar with the information security testing processes, standards/specifications/rules, and the quality evaluation of information security and information security testing
h) assigning the responsibility for monitoring the information security test inputs and test results to those staff who are familiar with information security test requirements, test result evaluation and judgment criteria and have a technical manager in the field of information security testing.
4.2 Management system
4.3 Document control
4.3.3.4 The laboratory shall have provisions and measures to ensure the consistency between the documents in the computer system and documents on other carriers in terms of their contents, revision, version control, issuance and filing.
4.4 Review of requests, tenders and contracts
4.4.1 The policies and procedures for reviews leading to a contract for information security testing shall ensure that:
a）the requirements for protecting the confidentiality and intellectual property rights of the test project are defined and sufficiently specified in the contract (or special agreement signed).
b）how to dispose of the tested object after the test project is finished is defined.
4.5 Subcontracting of tests and calibrations
4.6 Purchasing services and supplies
4.7 Service to the customer
4.8 Complaints
4.9 Control of nonconforming testing and/or calibration work
4.10 Improvement
4.11 Corrective action
4.11.2 Root cause analysis
The causes for the problems in information security testing activities information security testing activities may be: malicious code, test operation sequence, software version, parameter settings, vulnerability database and attack signature database.
4.12 Preventive action
4.13 Control of records
4.13.1 General
4.13.1.2 All records shall be dated and signed. They shall be retained at least for 1 full accreditation period or as per customer requirements.
4.13.1.3 The laboratory shall have procedure to ensure the accuracy, integrity and confidentiality of all records (including records in any form). 

4.13.1.4 Records stored in electronic form shall have the identification of relevant personnel and date. These records shall be appropriately labeled and backed up and comply with the laboratory policy. The laboratory shall ensure the integrity of the records to prevent unauthorized access and revisions. 
4.13.2 Technical records
4.13.2.1 The technical records shall be traceable to the operation of the testing personnel ,the work method and testing environment, shall record in detail the configuration (hardware and software) of the testing environment and parameter settings to ensure the test can be repeated under conditions closest to the original conditions.
Where the tested object includes software, the laboratory shall establish the procedure for configuration management to ensure the consistency between the test record and the tested object. 
4.13.2.3 The laboratory shall have measures to ensure the consistency of different forms of the same technical record in terms of content revision and version control. 
4.14 Internal audit
4.15 Management review
5 Technical requirements
5.1 General
5.2 Personnel
5.2.1 Laboratory engaged in information security testing shall ensure that technically relevant staff have the competence for information security testing.
The information security testing personnel shall have bachelor degree or above in information security, computer software and hardware, communication or network and related specialty and have the experience of at least 3 information security testing projects and over 1 year’s information security testing work experience.
The technical manager in the field of information security testing ,authorized signatory and comments interpretation personnel shall have the technical background for information security testing, have participated in at least 5 information security test projects and have over 3 years’ information security testing work experience. The laboratory personnel shall have received special education on security confidentiality and protection of intellectual property rights and such awareness to ensure the customer interests and commercial secrets are not disclosed. 
5.2.2 The laboratory staff shall have been trained and passed tests before they start on their post. The laboratory shall keep records on the relevant authorization of all technical personnel (including contracted personnel).
5.3Facilities and environmental conditions
5.3.2 The laboratory shall establish a testing environment with stabilized voltage, anti-static and anti malicious code measures. For instance, the laboratory shall have effective malicious code prevention and software/data backup procedure. The laboratory shall check the testing environment prior to use.
5.3.3 There shall be measures to isolate the testing network from the other networks. If several test projects are conducted at the same time, the laboratory shall maintain effective separation of the testing environment. Where the testing activities are carried out outside the laboratory, the testing environment shall also meet requirements and ensure the testing activities are carried out under controlled environment.
Note: where remote testing is carried out through network outside the laboratory, attention shall be paid to the environmental conditions affecting the normal operation of the network.
5.4 Test and calibration methods and method validation
5.4.1 General
The laboratory shall establish operable documented procedure according to the test method. The test method adopted for information security testing possibly involves test sample set (such as virus sample database, network attack packets and vulnerability database) , test case set and test tool/platform. All test methods shall have been properly verified, validated and documented. The laboratory shall ensure the test sample set used for testing is the most updated. 
5.4.2 Method selection
Where there are product test methods, the laboratory shall use product test methods. 
5.4.7.2 b) The laboratory shall establish the procedure for protection of data (especially customer’s sensitive data, intellectual property rights and security defects, electronic and hard copy records and other materials) to prevent the access by unauthorized personnel.
When the test ends, the laboratory shall properly delete the test data generated on the tested object during the testing process (e.g. port, strategy, account, password , etc.).
5.5 Equipment
5.5.2 The information security testing equipment shall include hardware equipment and software test tools. The laboratory shall check the testing equipment prior to every project test. The laboratory shall ensure the testing equipment meet the requirements of information security products testing
. For performance testing projects, the laboratory shall also have the performance testing capacity. The equipment selected by the laboratory shall be traceable commercial software and hardware. 
5.5.4 Different versions of the software test tools shall be uniquely labeled. 
5.5.5 The laboratory shall keep the files of all the testing equipment. The records of the laboratory shall also include information of the configuration of the testing equipment and the operating environment required by the software test tools. 
5.6 Measurement traceability
5.6.2.2 Testing
5.6.2.2.2 With regard to new methods and test tools or those that have been changed significantly and are incapable of external traceability, the laboratory shall take measures to check the validity of the test methods and test tools. The check measures may include: 
a）where appropriate, testing of particular information security product sample and reviewing the reproducibility of the embedded problems
 in the information security product sample to confirm their deviations. 
b）where applicable, the validation report shall indicate traceability to authoritative test set specifications or other relevant authoritative standards or specifications.
5.7 Sampling
5.8 Disposeof test and calibration items
5.8.3 When receiving the test sample, the laboratory shall conduct virus check of the tested object and keep records.
5.8.4 The laboratory shall provide sufficient guarantee to the customer, ensuring that the test tool or the test suite will not bring virus or other damage factors into the hardware or software belonging to the customer. After finishing the testing work, the laboratory shall dispose the tested object according to post-test dispose method required by the contract and keep the records.
5.9 Assuring the quality of test and calibration results
5.9.1 The quality control plan established by the laboratory shall also include: 
（1）repeated testing of the tested object by the same testing staff;
（2）testing of the same tested object by different testing staff with the same method;
（3）testing of the same tested object by use of different test method (technique) of the same type of different instrument or tool.
The plan and implementation of the quality control activities shall be recorded, including evaluation of the comparison test results. 
5.10 Reporting the results
5.10.7 Electronic transmission of results
The test report transmitted electronically by the laboratory shall use electronic signature or be transmitted by way of encryption to ensure the integrity, confidentiality and trueness of the test report. 
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