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CNAS-CL45
Guidance on the Application of Testing and Calibration Laboratories Competence Accreditation Criteria in the Field of Software Testing

CNAS
Foreword
This document is CNAS’s further interpretation of some clauses of CNAS-CL01:2006 “Accreditation Criteria for the Competence of Testing and Calibration Laboratories” in light of the characteristics of software testing. It neither adds to nor reduces the requirements of this Criteria.
This document is applied together with CNAS-CL01:2006 “Accreditation Criteria for the Competence of Testing and Calibration Laboratories”.
In terms of structure layout, the serial numbers and titles of the chapters and sections in this document are aligned to those in CNAS-CL01:2006. The specific contents of the application guidance on CNAS-CL01:2006 are given after the corresponding clauses.
In chapter 3 “terms and definitions” of this document, terms not defined in CNAS-CL01:2006 have been added, therefore the serial number of the terms and definitions doesn’t correspond with CNAS-CL01:2006.
This document replaces CNAS-CL20:2006.
In comparison with CNAS-CL20:2006, this document has included the following main technical changes in addition to editorial amendments:
——Addition 1, scope;
——Addition 2, normative references;
——Addition 3, terms and definitions; 
——Addition 4.1.4, impartiality requirements;
——Revision 4.1.5, adding part of the requirements;
——Revision 4.2.1, adding the requirements about testing processes and testing project management;
——Addition 4.3.1, document control requirements; 
——Addition 4.3.3.4, document control consistency requirements;
——Addition 4.4.1, requirements about review of requests, tenders and contracts;
——Addition 4.5.3, requirements about monitoring subcontractor’s testing process;
——Addition 4.5.4, requirements about retention of subcontractor’s testing project management;
——Addition 4.7.1, requirements about service to the customer;
——Revision 4.13.1.2, adding part of the requirements;
——Deletion 4.13.1.3;
——Deletion 4.13.1.4;
——Revision 4.13.2.1, adding part of the requirements;
——Addition 4.13.2.3, requirements about record consistency;
——Addition 5.1.1, requirements pertinent to software testing;
——Addition 5.1.2, requirements about laboratory software testing process and testing project management activities; 
——Revision 5.2.1, adding part of the requirements;
——Revision 5.2.2, adding part of the requirements;
——Revision 5.3.1, adding part of the requirements;
——Addition 5.4.2, requirements about method selection;
——Revision 5.4.4, adding part of the requirements; 
——Revision 5.4.5, adding part of the requirements;
——Revision 5.4.6, adding part of the requirements;
——Addition 5.4.7, requirements about data control;
——Revision 5.4.7.2c），adding part of the requirements;
——Addition 5.5.1, requirements about software testing equipment;
——Revision 5.5.2, adding part of the requirements;
——Deletion 5.5.3;
——Addition 5.5.4, requirements about unique identification;
——Revision 5.5.5, adding part of the requirements;
——Addition 5.5.12, requirements about control of software test tool version management;
——Revision 5.6.2.2, adding part of the requirements;
——Revision 5.8.1, adding part of the requirements;
——Addition 5.8.2, requirements about records; 
——Addition 5.9.1, requirements about assuring the quality of results.
Guidance on the Application of Testing and Calibration Laboratories Competence Accreditation Criteria in the Field of Software Testing
1 Scope
1.2 This document applies to all laboratories engaged in software testing.
2 Normative references
CNAS-CL01:2006 “Accreditation Criteria for the Competence of Testing and Calibration Laboratories”. (Criteria for short)
Software Engineering Terminology (GB/T 11457: 2006)
3 Terms and definitions
Terms and definitions defined in GB/T 11457 and the following apply:
3.1 Requisite things for testing

The testing conditions provided by the relevant party for the completion of the software testing assignment, e.g. the software under testing criteria and standard.
3.2 Test technique document

The technical results of the test planning and test design activities documented according to certain specifications during the software testing process, e.g. test plan and test description. 
3.3 Testing context
Integration of the hardware, software, data, premises and other technical facilities that drive and control the software under testing operation or interpret the software under testing ontology according to testing requirements and designed test method.
3.4 Software under testing

Software product submitted for laboratory testing, including program, technical documents and data. 
3.5 Test requirements

Necessary test conducted over the software capacity for fulfilling the R&D requirements or R&D contracts and its specified features in accordance with particular standard or specifications so as to enable the client to accept a software product.
3.6 Test items

Set of a certain type of tests necessarily conducted on the topological entities, capacity elements or feature elements of the software. 
3.7 Test suite



A group of tests composed of the test cases of a certain operation section that completes the software under testing application processing business or a certain computer processing flow in the software under testing source program flow diagram.
4 Management requirements
4.1 Organization
4.1.4 If the organization where the laboratory belongs is engaged in activities other than software testing that involves software development, it shall promise to take actions to ensure it shall not use the intellectual property rights of the related party of the software under testing or gaining profit and it shall not participate in third-party testing activities with regard to the software developed by the above organization so as to avoid any possible compromise of its judgment independence and test credibility.
4.1.5 The laboratory shall
a）assign the responsibility for organizing and implementing the software testing assignment to those technical staff who are familiar with the project management, software development technique, software testing technique and the standards, rules and specifications.
c)  have policy and procedure available for assuring protection of the confidential information and intellectual property rights of all parties relating to the software under testing and ensuring that all information of the client’s products is protected. 
e)  have at least 5 software testing staff who meet the requirements of clause 5.2 and have the site, facilities, equipment and software test tool appropriate to the testing assignments.
g)  assigning the responsibility for monitoring the work quality of the software testing staff and reviewing the compliance of the software testing process and formulated software test work product to the corresponding standard and specifications to those staff who are familiar with the software testing processes and the software test standards, specifications and rules, and the quality evaluation of software and software testing.
h)  assigning the responsibility for monitoring the test execution of the requisite things for software testing and test results to those staff who are familiar with software test requirements, test result evaluation and judgment criteria. 
4.2 Management system
4.2.1 The laboratory shall establish, implement and maintain a management system appropriate to the scope of its software testing activities and shall document the policy, rules, plan, procedure and instructions on the processes and activities related to the software testing and the processes and activities related to the test project management. The laboratory’s management system shall include:
a）the software testing processes, generally including technical activities of test requirements analysis, test project planning, test design and realization, test execution, regression testing and test summary as well as the assessment activities over such test techniques as the test plan, test requirements, test description, test readiness and test results;
b）software test project management, mainly including test configuration management, i.e. putting the test requirements, testing context, test interim products and delivered products into the configuration items; test quality assurance to monitor the test work of the project staff; reviewing the compliance of the test processes and formulated test work product to the standard, specifications and process documents; test project follow up to control the progress and risk of the test plan implementation. 
c）The process control and project management for software testing conducted in the testing context outside the permanent laboratory shall take into account the various different factors of the testing context

outside the laboratory and the controlled environment of the laboratory and corresponding measures shall be taken and documented to ensure that the testing activities meet the management requirements and technical requirements.
4.3 Document control
4.3.1 General
The laboratory shall control such incoming documents as laws and regulations related to software testing, software test standard methods and evaluation method documents and technical documents supporting the testing equipment and software test tool as well as the software testing management software documents. 
4.3.3.4 The laboratory shall have provisions and measures to ensure the consistency between the documents in the computer system and documents on other carriers in terms of their contents, revision, version control, issuance and filing. 
4.4 Review of requests, tenders and contracts
4.4.1 The policies and procedures for reviews leading to a contract for software testing shall ensure that:
a）the requirements for protecting the confidentiality and intellectual property rights of the test project are defined and sufficiently specified in the contract (or special agreement signed).
b）how to dispose of the requisite things for testing and test work product after the test project is finished and how to deliver the test product to the customer (including the deliverables and mode and quantity of delivery) are defined and sufficiently specified. 
c）the test finish conditions and test risks are sufficiently specified.
d）it has sufficiently specified that review of the contract is gradually completed while it prepares for the tests and learns about the test assignment or is possibly prolonged to the review of the software test plan, test requirements and test description stages. 
e）it has sufficiently specified the test purpose, the requisite things for testing necessarily provided to the laboratory for achieving the test purpose, mode of provision of the requisite things for testing and the opportunity for providing such requisite things for testing .The requisite things for testing may include: 
1）the software under testing product meeting the requirements of the standard and specifications, including program, software documents and data documents; 
2）documented allocation requirements of the software under testing (likely to include technical requirements, non-technical requirements and acceptance check criteria), such as R&D requirements and software R&D assignment，etc; 
3）detailed information of the software under testing installation and operation environment and other equipment, facilities, software and data supporting the software under testing operation. 
For conventional software test (such as regular software testing of a certain industry that has specific requirements) items, or software test items not involving a) and b), the test contract may be any written or oral agreement. The laboratory shall formulate detailed written records of the oral software testing agreement in a timely manner, which shall be signed by the recording staff and the reviewer. 
4.5 Subcontracting of tests and calibrations
4.5.3 The laboratory shall subcontract a test assignment after it has done test requirements analysis and test planning. The subcontract or agreement shall include sufficient information that meets customer requirements, define the requirement for participation in the subcontractor test assessment and monitoring unless the subcontractor is designated by the customer or mandatory administrative bodies. 
4.5.4 The laboratory shall retain the test technique documents, test records and test reports of the subcontractor. 
4.6 Purchasing services and supplies
4.7 Service to the customer
4.7.1 For software test project that exceeds 6 months of test cycle (from reception of the software under testing to the delivery of the test report), the laboratory shall maintain the necessary communication with the customer and related parties of the software under testing. The contents of communication may include:
a）contract and customer requirement change and its implementation;
b）plan progress, delay or other main deviations and their root causes; 
c）software problems already found;
d）testing problems encountered; 
e）other issues needing communication.
4.8 Complaints
4.9 Control of nonconforming testing and/or calibration work
4.10 Improvement
4.11 Corrective action
4.11.2 Root cause analysis
The causes for software test problems may be: software virus, test data and operation sequence, etc. 
4.12 Preventive action
4.13 Control of records
4.13.1 General
4.13.1.2 The records relating to software test projects shall be retained at least for one accreditation period or per request by the customer. 
4.13.2 Technical records
4.13.2.1 The technical records of the software test project may include:
a）records of requisite things for testing: the list of software under testing provided by the customer and document list related to the software testing，etc.
b）test technique documents: test (regression test) program, test (project) plan, test requirements specification description, test description and duplicate copy of software test report，etc.
c）testing context record: record of test site facilities, record of the software and hardware of the software under testing operation platform, record of the testing equipment, record of software test tool and record of accompanying test equipment and software ，etc.

d）test execution record: test record (log), document check record, software problem sheet (report), source program defect report, test problem sheet (report) ，etc

e）technical review record: record of the technical review of software test contract, the requisite things for testing test technique documents, testing context and test results，etc.

4.13.2.3 The laboratory shall have measures to maintain the consistency of different forms of content revision and version control for the same technical record. 
Note: The electronic version of the software testing documents under configuration management can keep consistent with the version of physical materials in different medium through the document revision form which will record the version number, revision contents, date, revision staff and reviewing staff. Other technical records under controlled management can have the revision contents, date, revision staff and reviewing staff recorded through addition of notes appropriate to different medium. 
4.14 Internal audit
4.15 Management review
5 Technical requirements
5.1 General
5.1.1 Factors for determining the correctness and reliability of the laboratory software test also include software testing activities and test project management activities. 
5.1.2 When establishing the software testing methods and procedures, training and examining staff and selecting and calibrating its equipment, the laboratory shall consider the factors of software testing activities and test project management activities.
5.2 Personnel
5.2.1 Personnel engaged in software testing shall have college degree or above in computer and related specialty and have obtained the software testing technical training qualifications recognized by the state or industry or be a senior engineer in a specialty related to computer software, and have the background knowledge and software testing technique of the software under testing appropriate to the software testing assignment. Various other staff shall meet the other requirements as follows: 
a）Personnel engaged in software testing project management, test requirements analysis, test planning and test design generally shall have 2 or more years’ work experience in software development or over 3 years’ technical work experience in software testing; 
b）Software test execution personnel generally shall have 3 or more months’ trainee work experience at the technical post of software testing and have at least completed  internship in 1 software testing project; 
c）Personnel responsible for software testing result evaluation (assessment), method validation, comments interpretation, quality monitoring and software testing report review and approval generally shall have 3 or more years’ technical work experience in software testing.
5.2.2 The training provided to the software testing personnel by the laboratory shall include knowledge about security, confidentiality and protection of intellectual property rights and laws, regulations and standards related to the software under testing. The effectiveness of such training activities shall be evaluated. 
5.3Facilities and environmental conditions
5.3.1 The facilities and environmental conditions of the laboratory shall ensure the integrity, security and stability of the test data and testing equipment. The testing site shall generally have anti-static and power failure protection measures. If the software testing is conducted outside the permanent laboratory, there shall be control measures for the testing facilities and environmental conditions to meet the requirements of the test assignment and guarantee the integrity and security of test records and data and prevent the access of unauthorized entity. 
Note: The environmental conditions of the laboratory are different from the testing context of the test project. Refer to clause 5.3 of the Criteria and clause 3.3 of this document. 
5.3.2 The laboratory shall monitor the factors affecting results and record the environmental conditions. Cross contamination of the testing context  by computer virus and Trojan program shall be prevented, such as updating and recording of anti-virus software. 
5.3.3 There shall be measures to ensure that the computers used for the software testing project and their network is effectively isolated from the other computers and their network to prevent the side impacts of the uncontrollable factors of the external environment on the software under testing and test results. 
Note: When remote testing is carried out through the network outside the laboratory, attention shall be paid to the environmental conditions that affect the network normal operation.
5.4 Test and calibration methods and method validation
5.4.1 General
The software test methods adopted by the laboratory generally include the 3 elements of relevant procedures of test case set, test tools (hardware and software) and their use methods as well as acquisition of test results by operating the test cases through the test tools. In order not to affect the operation of the software test methods and the test results, the laboratory shall have appropriate instructions on the use of software test methods and measures to ensure the consistency and validity of the test cases, test scripts, test data and test tools. 
5.4.2 Method selection
Due to the globalization of information technology and product production, the criteria of software testing is mostly based on international and regional test methods or those of specialized organizations rather than the software test standards/methods developed by standardization organizations such as ISO. 
The laboratory shall establish the specifications for the development of the test plan, test requirements and test description (test cases and their execution programs) and define the selected test methods through documentation. 
The laboratory shall ensure correct application of selected test methods through training, technical consulting or technical instructions. 
If there are changes to the standard methods, the laboratory shall invite peer experts and stakeholders of the software under testing to review the test requirements and test description (test cases and their execution programs) and demonstrate the adopted methods meet customer demand and are appropriate to the tests to be conducted. 
5.4.4 Non-standard method
Note:
c) description of the type of software under testing shall include name, version and development language; 
d) quality features of the software capable of being tested or test categories, test purposes and test capacity scope;
e) accompanying test equipment, facility and software and their performance requirements; 
g) software and hardware environment necessary for method application, test data and other constraints.
5.4.5 Method validation
5.4.5.2 Software test method validation shall be as comprehensive as possible, including the test sequence of the various quality features of the software under testing, test constraints and the combination of requisite things for testing as well as verification of the test methods.
Note 2:
—— The authoritative peer experts of the field will be organized for technical review. 
5.4.6 Evaluation of the measurement uncertainty
5.4.6.2 The laboratory shall decide whether to carry out measurement uncertainty evaluation of software testing according to the actual situation. For instance, when the software test results involve measurement values and have the requirements for measurement accuracy, procedure shall be available and used for evaluation of measurement uncertainty to analyze the uncertainty factors and possible impact on the software test results. 
5.4.7 Data control
5.4.7.1 Systematic and appropriate check shall be conducted over the computation and data transfer of the software test tool in the testing context. The laboratory shall specify the procedure for ensuring that the all the test software in the testing context is the correct official version. 
Note 1: Official software refers to approved shelf software that has been verified according to procedure and non-shelf software that has been technically appraised by authoritative peer experts. 
Note 2: A small group of tests can be operated to verify that the software test tools (including imbedded software test tool supporting hardware equipment) have been correctly installed. There will be necessary correctness check over the computation and data transfer.
5.4.7.2 When using computer or automatic equipment to collect, process, record, report, store or retrieve software test data, the laboratory shall specify all the software related to test data processing and carry out appropriate configuration management. 
5.5 Equipment
5.5.1 The software test equipment can include software test tools and such hardware equipment as computer system, network system, adaptor, requisite things for testing and result outputs. 
5.5.2 The test tools that have indicator requirements shall be checked for its scope of use prior to use. For instance, prior to initial use, the test tools allowing for 500 users shall be checked and validated for compliance to requirements through adoption of appropriate means.
5.5.4 Different versions of the test tool software shall all be uniquely labeled. 
5.5.5 The equipment records shall also include information of the configuration of the equipment used for testing and the supporting software (including such information as the type of tool, name, producer, version number, usage and performance, initiation time, number of licenses, main options, technical documents and operating platform).
5.5.12 The laboratory shall manage the version of the software test tool, version upgrade and configuration control to prevent misuse. The equipment under testing shall be labeled with the sign of “under test” and the screen saver screen shall also be labeled to prevent wrong adjustment of the testing context to affect the test work.
5.6 Measurement traceability
5.6.2.2 Testing
5.6.2.2.1 For laboratory engaged in software testing, the measurement traceability requirements given in clause 5.6.2.1 of the Criteria only apply to measurement equipment and testing equipment with measurement function.
5.6.2.2.2 When untraceable test methods and test tools are new or have been significantly updated, the laboratory shall take measures to check their validity to ensure the traceability effect of the software testing and provide the credibility of the test results. The check measures may include: 
a）where applicable, testing of specific software test cases and reviewing of the replication of the embedded problems
 in the software test cases to confirm their deviations. 
b）where applicable, the validation report shall indicate traceability to authoritative test set specifications or other relevant authoritative standards or specifications and shall also provide the comparison between the acquired results and the predicted results and list the known defects. 
c）where applicable, the test report shall indicate traceability of the test results to available international standard test set or relevant authoritative test set. 
d）if there is significant gap between the specifications and the test case realization, there shall be explanation as to how the realization of every test case truly comes from specifications. The information of judgment or measurement shall be retained. 
e）the laboratory shall specify the procedure and method for validation of every new version of test method or test tool, and where feasible, include the traceability of the software tool used in the testing context to the correct mother version. 
5.7 Sampling
5.8 Disposition of test and calibration items (samples)of test and calibration items
5.8.1 The laboratory shall ensure that the software under testing is only used for testing other than other purposes, especially commercial purposes. 
5.8.2 When receiving the software under testing, the laboratory shall record in detail the program of the software under testing, software engineering documentation, data and version number and assign unique labeling. 
5.8.3 When receiving the test sample, the laboratory shall conduct virus check of the sample and keep records. 
5.8.4 The laboratory shall provide sufficient guarantee to the customer, ensuring that the test tool or the test suite will not bring virus or other damage factors into the hardware or software belonging to the customer. After finishing the software testing work, the laboratory shall dispose the software under testing according to customer requirements and keep the records. 
5.9 Assuring the quality of test and calibration results
5.9.1 The laboratory shall have the procedure for control of the quality of software testing to monitor the effectiveness of software testing. 
a）using the sample software or standard method to carry out internal testing and identify technical deviations; 
b）participating in interlaboratory comparison or proficiency testing and identifying phenomena from the group;
c）organizing other testing personnel to reproduce major problems of the software under testing; 
f） reviewing the software testing process and the conformity of the software testing work product to corresponding software testing standard, specifications and procedures and identifying the nonconformities. 
5.10 Reporting the results
——
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