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Foreword
        Electronic data examination is one of the accreditation scopes of CNAS for forensic units. It means that the examiner applies computer science and technology or special knowledge during the litigation activities to test, inspect, examine and judge issues of the electronic data field involved in the litigation and provide examination comments. 
This application guidance is CNAS’s further interpretation of CNAS-CL08:2018 “Accreditation Criteria for the Competence of Forensic Units” based on the features of the field of electronic data examination and does not add to or reduce the requirements in the Criteria. The application guidance included in this Document are pertinent to the relevant articles in CNAS-CL08:2018 “Accreditation Criteria for the Competence of Forensic Units” and the section numbers in this document are therefore inconsecutive.
        This application guidance shall be applied in parallel with CNAS-CL08:2018 “Accreditation Criteria for the Competence of Forensic Units”.
This application guidance replaces CNAS-CL27:2014 “Guidance on the Application of Accreditation Criteria for the Competence of Forensic Units in the Field of Electronic data examination”.
Guidance on the Application of Accreditation Criteria for the Competence of Forensic Units in the Field of Digital Forensics
1 Scope
This application guidance applies to CNAS accreditation of forensic units engaged in electronic data examination.
2 Normative references
This document has mainly referenced relevant contents of CNAS-CL08:2018 “Accreditation Criteria for the Competence of Forensic Units”.
3 Terms and definitions
This application guidance uses relevant terms and definitions given in CNAS-CL08:2018 “Accreditation Criteria for the Competence of Forensic Units”. In consideration of the specificity of the electronic data examination specialty, the following terms and definitions are adopted for describing the examined exhibits/samples:
Storage media refers to electronic devices, hard disks, optical discs, USB disks, memory sticks, storage cards, memory chips and other carriers with data information storage functions. The original storage medium refers to the storage medium directly derived from the objective facts of the case.

Electronic data refers to the data formed in the course of the occurrence of a case, stored, processed and transmitted in digital form, which can prove the facts of the case.
4 General requirements
4.1 Impartiality
4.2 Confidentiality
4.3 Independence
5 Structural requirements
6 Resource requirements
6.1 General
6.2 Personnel
6.2.2 The authorized signatory for electronic data examination shall have over 2 years’ work experience in this field (or 7 years’ work experience of electronic data collection & extraction and examination & judgement according to law) after obtaining the qualification certificate of an electronic data examiner and has the intermediate or higher technical title of own specialty.
6.2.7 The forensic unit shall develop the training plan based on the posts of the staff. The content of the training shall at least include (but not limited to): 
——examination method and operation of relevant equipment;
——safe protection of the electronic equipment;
——appearing in court for cross-examination;
——relevant new technologies of electronic data and laws & regulations. 
        Under the following circumstances, the forensic unit need retrain relevant examination personnel: 
——To work at new electronic data examination positions;
——Having left the examination post for more than 1 year;
——Changes to examination methods and key equipment;
        The modes of verification of the effectiveness of training activities include (but are not limited to):
——Proficiency testing results;
——Internal quality control results;
——Internal and external audit;
——Identification of nonconforming work;
——Complaints from stakeholders;
——Personnel supervision, evaluation and assessment.
6.2.8 The forensic unit shall have supervisors familiar with the examination methods, procedures, purposes and result evaluation of own specialty conduct at least one on-site witness of the examiners and the personnel involved in the examination work every 2 years. In light of the work positions, the witness content shall involve such key technical processes of equipment operation, calculation of the electronic data integrity check value, the result analysis and judgment.
6.3 Facilities and environmental conditions
6.3.1 The forensic unit shall consider the requirements of different examination items in the electronic data examination for facilities and environment. The examination area shall adopt measures such as anti-magnetic, anti-static and uninterruptible power supply. The examination of exhibits/samples with wireless communication functions, such as mobile phone, shall be carried out in the signal shielding or signal blocking environment.
        The forensic unit shall have the measures for protection of their information network security, including protection against malicious code like computer virus, network intrusion and data leakage.
        Under special circumstances (e.g. malicious code examination, original storage media networking verification with wireless communication functions, such as mobile phones), it may be necessary to switch off such security measures as the anti-virus software or make a wireless network connection. In this case, the forensic unit shall evaluate the security risk, take corresponding measures and retain corresponding records.
6.3.4 Control measures for the facilities shall be implemented, monitored and periodically reviewed. These measures shall involve, but are not limited to:
        a) The office area of the forensic unit shall be effectively isolated from the examination area.
        d) When the examination activities are harmful to personal health, facilities and protective equipment to ensure personal safety shall be equipped. 
6.4 Equipment
6.4.4 When the version or configuration of the examination equipment having an impact on the validity of examination results changes, the functions shall be rechecked. The measures of the check may include: 
——repetitive examination of the same exhibit/sample to review the reproducibility of the examination results.
——comparison of the check conclusions with those of another forensic unit;
——comparison of the check conclusion with expected results and listing known defects.
6.4.13 Apart from what is required by the criteria, the records of the electronic data examination equipment that have an impact on the examination results shall also include:
——equipment inspection records;
——configuration of the equipment;
——software name and updated version number in case of software update.
6.5 Measurement traceability
6.6 Externally provided product and service
6.6.2 c) For external technical support or services involving intranets, sensitive terminals, servers, and big data, relevant confidentiality measures should be developed.
7 Process requirements
7.1 Contract review
7.1.1 i) When the original storage media is received, the relevant information on the original storage media should be checked and if necessary, the sealed record should be checked. Those with wireless communication functions should be checked to see whether they have adopted signal shielding, signal blocking or power supply cut-off measures. When the electronic data is received, the electronic data integrity check value shall be calculated and checked and if necessary, the records of the process of extracting electronic data shall be checked;
        Note 3: When applicable, the unsealing process and the re-sealing process of the original storage medium shall be videotaped.
        Note 4: The relevant information in the Criteria refers to the sealing status of the original storage media, whether it is intact and has the unique identification information.
        j) If the examination activity may cause damage or alteration to the original storage medium, the laboratory shall explain to and confirm in writing with the client. 
7.2 Method selection, verification and validation
7.3 Sampling
7.3.5 When the examination work involves on-site sampling, information such as the sampling person and the time, location, facilities and networking status of the sampling shall be recorded.
7.4 Handling of exhibits/samples
7.4.1 The forensic unit shall develop a procedure for handling the exhibits/samples to ensure the integrity of the exhibits/samples, including:
——Calculate and check the integrity check value of the electronic data and make a backup；

——When applicable, the exhibit/sample shall be examined through the write protection equipment;
——When applicable, electronic data backup shall be made for the exhibits/samples, and the backup documents shall be inspected;
——When write protection equipment cannot be used and backup cannot be made, the laboratory shall reduce alteration of the electronic data in the exhibit/sample as far as possible. If alteration of the electronic data in the exhibit/sample that affects the examination result is unavoidable, the laboratory shall obtain the client's consent, specify the reasons in writing, record the operation process and videotape the operation process.
7.4.4 The forensic unit shall have special anti-magnetic and anti-static storage measures in place to protect the exhibit/sample.
7.5 Records/files
7.5.1 Electronic data examination records shall be traceable to the operating process and examination method of the examination personnel and shall be able to provide support to enable other examination personnel to evaluate the examination process and interpret these data in the absence of the examiner. The operating parameters of all the key equipment used shall be recorded, including parameters not indicated in the method. The integrity check values of the detected data shall be recorded. Where there is abnormal data (e.g. storage medium fault like bad tracks in a hard disk, exceeding the acceptance scope of the method), the causes shall be recorded.
7.5.4 When the electronic logs generated in real time using electronic data examination equipment are used as original records, the electronic log shall meet the requirements in the Criteria regarding technical records, control of data and information management.
7.6 Evaluation of measurement uncertainty
7.7 Ensuring the validity of results
7.7.1 The quality control activities of the forensic unit shall give priority to the following means:
——Inspection of the same exhibit/sample by different personnel;
——Inspection of the same exhibit/sample by the same type of equipment of different manufacturers.
        When a forensic unit of electronic data has not carried out any examination activity for 1 month, it shall implement at least one activity to monitor the validity of the examination results.
7.7.2 Within the validity of the accreditation certificate, the proficiency testing activities attended by the forensic unit shall cover the examination items/parameters within the accredited competence scope, and at least one inter-laboratory comparison shall be performed for the item/parameter for which proficiency testing is unavailable.
7.8 Examination documents
7.8.1 General
7.8.1.2 When the forensic unit issues the examination document through hard copy or electronic data transmission, it shall take actions to protect the integrity of the examination document and where necessary, transmit it by encryption means.
7.8.2 General requirements for the examination documents
7.8.2.1 The format and information contained in the electronic data examination document shall conform to the requirements set by regulations or industry. In addition to the elements listed in the Criteria, information on the examination document shall also satisfy the following:
        g) The description of the original storage media shall include the sealing status and abnormal condition of the original storage media and where applicable, the integrity check value of the electronic data shall be checked.
        h) Where applicable, the sampling person and the time and place of sampling shall be provided;
        m) The examination results shall include the integrity check value of the detected data.
        q)  Information on the examination equipment (including the version number).
7.9 Complaints
7.10 Nonconforming work
7.11 Control of data and information management
7.11.6 Where applicable, data transfers shall be verified by comparison of electronic data integrity check values.
8 Management system requirements
8.1 Options
8.2 Management system documentation (option A)
8.3 Control of management system documents (option A)
8.4 Control of records (option A)
8.5 Actions to address risks and opportunities (option A)
8.6 Improvement (option A)
8.7 Corrective action (option A)
8.7.1 When there is anomaly found in the examination of the electronic data, the analysis of potential causes shall include the impact of malicious code such as computer virus, impact of other software operating inside the computer, impact of the network environment in which the computer operates in addition to those listed in the notes.
8.8 Internal audit (option A)
8.9 Management review (option A)
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