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[bookmark: _Toc2711854]Foreword

This document was developed by China National Accreditation Service for Conformity Assessment (CNAS).
This document provides specific CNAS requirements and guidance for certification bodies (CBs) that provide certification of information security management systems (ISMS) and together with other relevant accreditation rules and accreditation criteria is applied in CNAS accreditation of ISMS CBs.
In this document, the term “shall” indicates the corresponding clause is mandatory, while the term “should” indicates a recommendation. 
[bookmark: OLE_LINK141][bookmark: OLE_LINK142]This document replaces and cancels CNAS-SC170: 2015.












Accreditation Scheme for ISMS Certification Bodies

[bookmark: _Toc2711855]1 Scope
1.1 This document was developed to ensure the consistency of CNAS assessments and accreditation of certification bodies (CBs) that perform certification of information security management systems (ISMS) against ISO/IEC 27001:2013, and to give guidance to CBs applying for ISMS accreditation or already accredited against ISMS in their understanding and implementation of accreditation criteria. 
1.2 This document includes additional explanation and guidance on accreditation of ISMS CBs, applicable to CNAS accreditation of ISMS CBs. 
Part R and Part C of this document are respectively an addition to and explanation of the relevant accreditation rules and accreditation criteria. Part G of this document is a guidance to the application of relevant accreditation criteria. 

[bookmark: _Toc2711856]2 Normative references
The following referenced documents contain provisions which, through reference in this document, constitute provisions of this document. For dated references, only the edition cited applies. For undated references, the latest edition of the referenced document (including any amendments) applies.

CNAS-RC01 Rules for the Accreditation of Certification Bodies 
CNAS-CC01 Requirements for Bodies Providing Audit and Certification of Management Systems 
CNAS-CC170 Requirements for Information Security Management System Certification Bodies
CNAS-CC11 The Certification of Multiple Sites Based on Sampling
CNAS-CC12 The Transfer of Accredited Certification of Management Systems 
ISO/IEC 27007 Information Technology—Security Techniques—Guidelines for Information Security Management Systems Auditing 


[bookmark: _Toc2711857]3 Terms and Definitions
[bookmark: OLE_LINK143][bookmark: OLE_LINK144]The terms and definitions in GB/T 19000, GB/T 27000 and CNAS-CC01 and the following are applicable to this document. 
3.1 certification scope: the industrial sector which a CB’s ISMS certification activities involve 
NOTE: See Annex A for the classification and grading of certification scopes, which includes four categories: “political”, “public”, “business”, “production of products”. Each category covers a number of subcategories. Each subcategory is given a grade “I”, “II” or “III” (in the order of accreditation risk from high to low). Annex A explains the considerations relevant to the classification and grading of certification scopes.
NOTE: For ISMS, technical areas have to do with the information security control measures which involve information security techniques, information technology (IT) and the categories of business activities. 
3.2 technical competence: the ability to use the knowledge in a specific technical area to achieve expected results 

[bookmark: _Toc2711858]4 Composition of the Criteria for Accreditation of ISMS CBs
4.1 Rules for the Accreditation of Certification Bodies is the basic procedural rules for the activities of accreditation of ISMS CBs. 
Requirements for Bodies Providing Audit and Certification of Management Systems is the basic criteria for accreditation of ISMS CBs.
Requirements of Information Security Management System Certification Bodies is the special criteria for the accreditation of ISMS CBs. 
4.2 Other applicable accreditation rules include: 
a) CNAS-R01 Rules for the Use of Accreditation Symbols and Reference to Accreditation;
b) CNAS-R02 Rules for Impartiality and Confidentiality;
c) CNAS-R03 Rules for Dealing with Appeals, Complaints and Disputes;
d) CNAS-RC02 Rules for Sanctions Against the Accreditation of Certification Bodies;
e) CNAS-RC03 Rules for Certification Bodies to Report Information; 
f) CNAS-RC04 Rules for the Fees on Accreditation of Certification Bodies; 
g) CNAS-RC05 Rules for the Accreditation of Certification Bodies with Multi-premises;
h) CNAS-RC07 Rules for the Accreditation of Certification Bodies with Foreign Locations.
4.3 Other applicable accreditation criteria include:
a) CNAS-CC11 Certification of Multiple Sites Based on Sampling; 
b) CNAS-CC12 Transfer of Accredited Certification of Management Systems; 
c) CNAS-CC14 Use of Computer Assisted Auditing Techniques (“CAAT”) for Accredited Certification of Management Systems； 
d) CNAS-CC106 Application of ISO/IEC 17021 for Audits of Integrated Management Systems.

Part R
[bookmark: _Toc2711859]R.1 Application for Accreditation
The applicant shall submit the application document specified in 5.1.2 of CNAS-RC01 as well as the following documents and information: 
1) clients that have been audited (to the corresponding subcategories of Annex A);
2) audits (to the corresponding subcategories of Annex A) that are planned to take place in the coming six months from the date of application; 
3) The applicant CB ensures that the clients comply with the requirements in MIIT Joint [2010] 394 Notice on Strengthening the Security Management Concerning ISMS Certification as well as with the relevant requirements of other competent departments / regulators for the management of ISMS certification;
4) Other information that CNAS requires, as necessary. 
[bookmark: _Toc2711860]R.2 Pre-visit
When necessary, CNAS may arrange pre-visits while processing the application, to learn whether the applicant has met the conditions to apply for accreditation and whether it is ready to accept accreditation assessments.   
[bookmark: _Toc2711861]R.3 Witnessed Audit(s) for Initial Accreditation
CNAS determines the arrangements of witnessed audits for initial accreditation, based on the scope and scale and risks of the ISMS certification activities of the applicant. 
[bookmark: _Toc2711862]R.4 Accreditation of Certification Scopes
R.4.1 CNAS performs accreditation in accordance with the categories in Annex A, and when necessary may limit the scope of accreditation down to subcategories. The basic requirement for CNAS accreditation of a category is the CB’s competence analysis and evaluation system covers the specific category, and the operation of the system is effective. For this purpose the CB shall meet the following: 
a) An appropriate and effective analysis has been done of the competence needs in the category and the subcategories where certification activities are involved; 
b) Based on the above analysis, the relevant components (i.e., technical areas, competence criteria, etc.) of the competence analysis and evaluation system have been determined in appropriate and effective ways; 
c) The competence analysis and evaluation system has played its role effectively in the certification activities in the relevant subcategories. 
CNAS evaluates whether the CB has met the above requirements against the category for which accreditation is applied. In case a CB has performed certification in multiple subcategories of a category, CNAS may use the sampling method with priority for high risk subcategories in the selection of witnessed audits. 
R.4.2 CNAS accreditation of the certification scopes of ISMS CBs does not include government at any level, operators of government information systems and builders/users of classified information systems within the borders of the People’s Republic of China (excluding the special administrative regions of Hong Kong, Macao and Taiwan), which will be specified in the annexes to the accreditation certificate. 
R.4.3 CBs shall ensure that all the competence needed for each certification activity in the category is allocated by using the competence analysis and evaluation system while also ensure that the clients meet the requirements in MIIT Joint [2010] 394 Notice on Strengthening the Security Management Concerning ISMS Certification as well as with the relevant requirements of other competent departments/regulators for the management of ISMS certification. Only when these conditions have been met can CBs conduct certification activities and issue certification certificates with the CNAS accreditation logo. In addition, with respect to Grade I subcategories, CBs may add the CNAS accreditation logo to the certification certificate only after a successful CNAS witnessed audit in a Grade I subcategory of the category.
R.4.4 After granting accreditation to a category, CNAS will in subsequent surveillances assess the CB’s self-evaluation and allocation of certification competence in the category (including preference for high risk subcategories when selecting witnessed audits) and deal with any nonconformities in accordance with relevant accreditation criteria (including suspending and withdrawing part or all of the accreditation scope according to CNAS-RC02).
[bookmark: _Toc2711863]R.5 Others 
R.5.1 Regarding how the ISMS CBs manage the accreditation logo, CNAS follows CNAS-R01 Rules for the Use of Accreditation Symbols and Reference to Accreditation. 
R.5.2 “Occurrence of major accidents/incidents in certified organizations” in Clause 5.2 of CNAS-RC03 refers to the occurrence of information security damage with the following effects in an ISMS-certified organization: 
a) that which has already affected seriously or may seriously affect national security, social order, public interests or the legal rights and benefits of the certified organization and its interested parties; or 
b) that which may affect the public confidence in, prestige of the certificate issuing CB or CNAS or may bring joint liability to the CB or CNAS. 
When any of the above happens, the certificate issuing CB shall take timely actions and inform CNAS of the situation.  
R.5.3 During assessments, CNAS may need to access relevant information assets of the clients of a CB. In this case, the CB shall inquire the relevant organization whether it agrees to such access. If the organization agrees, the CB shall identify all of the requirements that CNAS shall satisfy for such access and let CNAS know. If the organization does not agree or CNAS is not able to satisfy any relevant requirements, CNAS will take appropriate actions in light of the degree to which the assessment will be affected. 

Part C 
[bookmark: _Toc2711864]C.1 Certification Agreement (CNAS-CC01 Clause 5.1.2)
Certification agreements shall make provision for controlling the customer information security risk arising from audits and certification activities, including specifying the responsibilities and obligations of the CB, the client and other relevant personnel. 
[bookmark: _Toc2711865]C.2 Risk Evaluation and Liability Arrangements (CNAS-CC01 Clause 5.3.1)
The CB shall evaluate the customer information security risk and the CB’s potential liabilities arising from its audits and certification activities and make adequate arrangements accordingly (e.g., buying professional liability insurance or establishing reserve funds). 
[bookmark: _Toc2711866]C.3 Selecting Auditors (CNAS-CC01 Clause 7.2, CNAS-CC170 Clause 7.2.1.1)
ISMS auditors shall at least participate in 4 ISMS audits totaling not less than 20 days (of which at most 5 days may be surveillance audits).
NOTE: Education, work experience, auditor training and audit experience are mere ways by which certification personnel obtain competence needed for certification. Therefore, review of certification personnel qualifications cannot replace competence evaluation and demonstration.
[bookmark: _Toc2711867]C.4 ISMS Certification Certificate (CNAS-CC01 Clause 8.2.2, CNAS-CC170 Clause 8.2.1)
C.4.1 In the ISMS certification certificate, the CB should clearly define the ISMS scope that the certification covers in terms of the client’s business, organizational structure, location and technical characteristics. If due to information security reasons on the part of the client, not all of the above information concerning the ISMS scope can be explicitly stated in the certification certificate, it is an acceptable indirect way to cite the client’s applicability statement on the certification certificate.
[bookmark: _Toc2711868][bookmark: OLE_LINK147]C.5 Confidentiality (CNAS-CC01 Clause 8.4, CNAS-CC170 Clause 8.4.1)
C.5.1 Prior to certification audits, the CB shall require the client organization to identify and let the CB know what information assets within the ISMS scope are not accessible to the CB, or what requirements must the CB satisfy before accessing any relevant information assets, including legal requirements, requirements of the interested parties and of the client itself. The CB shall meet all of these requirements, otherwise it shall not access any of relevant information assets of the client in the certification activities. 
If the CB cannot access any relevant information assets as a result of not having permission from the client or not being able to meet relevant requirements, the CB shall evaluate the effect on the audit and certification and take necessary actions accordingly (such as terminating the audit, reducing the audit and certification scope, etc.).
If the client fails to prohibit the CB from access to some information assets or fails to let the CB know of the requirements to be met, yet the CB finds that it is not qualified or not in a position to access such information assets, the CB shall immediately inform the client of this situation. 
C.5.2 CBs shall sign a legally enforceable agreement with their ISMS certification personnel, to ensure that they maintain the confidentiality of the confidential or sensitive client information that they have access to during the audit and certification processes. CBs should also require their certification personnel who have direct access to client information (such as audit team members) to sign confidentiality agreements with the clients or to make confidentiality commitments to the clients, if so required by the clients.
C.5.3 CBs should provide confidentiality awareness education to their ISMS certification personnel and training on confidentiality laws, regulations, standards, rules and specifications, knowledge and skills.
C.5.4 Audit team members should not in any way record or take notes of the confidential or sensitive information of the clients being audited. Before leaving the client, the audit team should invite the client to check and confirm that there is no confidential or sensitive information of the client in the documents, materials and equipment that the audit team members will take away with them. 
C.5.5 CBs shall establish a confidentiality procedure regarding the development, receiving and issuing, transfer, usage, duplication, excerpts, keeping and disposal of the documents, materials and other objects that contain confidential or sensitive information of the clients.
[bookmark: _Toc2711869]C.6 Changes to ISMS (CNAS-CC01 Clause 8.5.3)
CBs shall require their clients to report any changes that may affect the scope and boundaries of their ISMS, such as changes in their business activities, organizational structure, locations and technical characteristics. 
[bookmark: _Toc2711870]C.7 Transfer of accredited ISMS certification (CNAS-CC01 Clause 9.1.3.4)
Before CNAS signs the IAF MLA on ISMS, CBs shall conduct transfer of ISMS certified by other CBs accredited by CNAS in accordance only with CNAS-CC12. Other than this, any situation shall be treated as an initial certification. 
[bookmark: _Toc2711871]C.8 Application for Certification (CNAS-CC01 Clause 9.1.2)
C.8.1 CBs shall ensure that their clients comply with MIIT Joint [2010] 394 Notice on Strengthening the Security Management Concerning ISMS Certification as well as the relevant requirements of other competent departments/regulators for the management of ISMS certification (such as MIIT 2011 Public Notice Number 21 MIIT Strengthens Security Management Concerning the Outsourcing of IT Services for Government Bodies, etc.).
C.8.2 CBs should require their clients to give them clarification on the applicable CB qualifications, record of credibility and legal compliance or requirements about the background of certification personnel, as well as applicable regulatory requirements for securing national secrecy and/or safeguarding national security, and to update this clarification in a timely manner, so that the CBs can determine whether they have the necessary qualifications or pre-requisites for the certification of the client. 
[bookmark: _Toc2711872][bookmark: OLE_LINK154]C.9 Requirements for Certification Audits (CNAS-CC01 Clauses 9.3 to 9.9)
C.9.1 Stage 1 audit of initial certification (CNAS-CC01 Clause 9.3.1.2)
The stage 1 audit of an initial ISMS certification, should include audit activities at the premise(s) of the client, and the on-site audit duration should not be less than one auditor day. When out of information security reasons a client could not provide the CB with enough information at the application review stage, the CB shall use the stage 1 audit to verify the above information while on site and complete the application review task. In this case, the CB shall add more time to the stage 1 on-site audit. 
C.9.2 Guidance to ISMS certification audits  
ISO/IEC 27007 Information Technology—Security Techniques—Guidelines for Information Security Management Systems Auditing provides guidance on managing an information security management system (ISMS) audit programme, on conducting the audits, etc., to which CBs may refer. 
[bookmark: _Toc2711873][bookmark: OLE_LINK155][bookmark: OLE_LINK156]C.10 The Management Systems of the CBs (CNAS-CC01 Clause 10.1, CANS-CC170 Clause 10.1.1)
The CBS shall embody their own information security awareness and goals in their policies, guidelines, objectives and commitments as well as in the establishment and implementation of their management systems.
The CBs should let their information security performance and the performance of the actions they take regarding their ISMS certification activities and relevant to the information security of their clients be one of the focus points in their management reviews. 

Part G
[bookmark: _Toc2711874]G.1 Guidance to the competence Analysis and Evaluation Systems of the ISMS CBs
G.1.1 General
G.1.1.1 Competence requirements
G.1.1.1.1 Competence is the ability to apply knowledge and skills to achieve expected results. Competence requirements for ISMS certification personnel shall include:
a) Knowledge/skills needed. Table G.1 (Refer to Table A.1 of Annex A to CNAS-CC01) gives a list of the types of knowledge and skills that the personnel in three functions shall have—contract reviewers, certification decision makers and auditing personnel. 
b) The results to be achieved by applying knowledge/skills. The results have to do with the functions that the personnel carry out. For example, ISMS auditors need to consider the overall information security risks of the clients, analyse and determine the adequacy, appropriateness and effectiveness of the controls implemented by the clients, and then trace up to the conformity and effectiveness of the client’s ISMS.  
CBs should with reference to Table G.1 define the knowledge and skills that the other personnel should have. 
NOTE: Other personnel include the management staff of the CBs, administrative support personnel, members of relevant committees and technical experts, etc.
 
Table G.1: Knowledge and skills needed by personnel discharging three ISMS certification functions 
	Functions of certification

Knowledge/skills
	Conduct contract review to determine audit team competence, select audit team members and determine audit time
	Review audit reports and make certification decisions
	Auditing and leading an audit team

	Knowledge of business management practices 
	
	 
	

	Knowledge of audit principles, practices and techniques
	
	
	

	Knowledge of ISMS standards and specifications 
	
	
	

	Knowledge of CB processes
	
	
	

	Knowledge of the business sector of clients
	
	
	

	Knowledge of products, processes and organization of clients 
	
	
	

	Language skills appropriate to the various levels of the client’s organization 
	
	
	

	Skills to take notes and write reports 
	
	
	

	Skills of presentation/expression 
	
	
	

	Skills of interviewing 
	
	
	

	Skills of audit management 
	
	
	


G.1.1.1.2 CBs should in their competence requirements further define the details of each type of knowledge/skill in Table G.1.
As personnel of different functions may need different levels of knowledge and skills (as shown in Table G.1), and personnel of the same functions may also need different levels of knowledge and skills in certification activities of different levels of risk and complexity, competence requirements should distinguish the various levels of knowledge/skills for the various functions in certification activities of different levels of risk and complexity. Accordingly, CBs should define: 
a) the methods for determining the risks and complexity of the certification activities, and the levels of risks and complexity; 
b) Levels of knowledge/skills. Levels of Knowledge/skills should be represented in terms of width, depth and proficiency. 
G.1.1.2  Technical competence and technical areas 
G.1.1.2.1 Using the knowledge in the “technical areas” in Table G.1 to achieve expected results is the technical competence of the ISMS certification personnel. 
Technical areas are areas characterized by commonalities of the relevant ISMS processes. Relevant ISMS processes include analysis and evaluation of the information security risks posed to the information assets during business activities, i.e., risk evaluation; and then selecting and implementing security control measures to protect such information assets, so as to eliminate information security risks or reduce them to an acceptable level, i.e., risk treatment; as well as the continual improvement of the risk evaluation and risk treatment. These processes are the application of information security techniques and information technology in the business activities of the clients. Therefore, it should be based on the information security techniques, the information technology and the business activities of the clients to summarize the commonalities of the processes and define technical areas while taking into account the characteristics of the application of the information security techniques and information technology in the client’s business activities. One of the ways to define technical areas is: 
a) technical areas of generic information security techniques; 
b) technical areas of generic information technology;
c) technical areas of business applications. 
G.1.1.2.2 Technical areas of generic information security techniques and technical areas of generic information technology
G.1.1.2.2.1 Technical areas of generic information security techniques and technical areas of generic information technology take into account the universality of the information security techniques and information technology. Many of the information security techniques and information technologies used in various business activities are the same or similar. The knowledge of such techniques and technologies constitute the foundation of the technical competence of the ISMS certification personnel. Therefore, CBs can define generic information security techniques and generic information technologies as two technical areas, i.e., the technical area of generic information security techniques and the technical area of generic information technologies. 
G.1.1.2.2.2 CBs should determine the specific methods for classifying the technical areas of generic information security techniques and those of generic information technologies, to ensure the systematic-ness and adequacy of their technical competence analysis and evaluation. Annex B of this document provides a reference to the classification of the technical areas of generic information security techniques and of generic information technologies, which the CBs may adjust or further refine in light of the results of the analysis of their competence needs for the certification scopes, and then formulate their own classification. Also, Annex B of this document provides guidance to the knowledge points and their application in these technical areas. It serves as a reference for the CBs when they analyse the knowledge and the corresponding technical competence of these two technical areas. 
G.1.1.2.3 Business application technical areas and certification scopes
G.1.1.2.3.1 Business application technical areas take into account the fact that ISMS is to control the information security risks in the client’s business activities and to assure the client’s business activities. ISMS certification personnel need to have appropriate knowledge relevant to the business activities of the clients, such as processes, assets, risks, security requirements, controls, information security techniques and information technologies and how they are applied in the business activities, so as to be able to analyse and determine the adequacy, effectiveness and appropriateness of the client’s information security control measures and then trace up to the conformity and effectiveness of the client’s ISMS. CBs may classify such knowledge as relevant to specific business activities into a technical area, that is, business application technical area.
G.1.1.2.3.2 The classification of certification scopes in Annex A of this document provides a framework for CBs to determine business application technical areas (See Annex A for the relevant explanations). In light of the results of the analysis of their technical competence needs for the certification scopes, CBs may formulate their own classification of business application technical areas by further refining and/or combining the subcategories in the certification scopes. 
NOTE: The results from further refining the subcategories of the certification scopes may be combined with other subcategories or the results of the further refining of other subcategories.  
G.1.1.2.4 Level of knowledge of technical areas 
When doing competence evaluation, CBs should determine the level of knowledge of the certification personnel in the technical areas, which will serve as the criteria for selecting certification personnel. CBs may evaluate the overall level of knowledge of all the certification personnel in the generic information security techniques technical area and in the generic information technology technical area, but for each business application technical area, the knowledge level should be evaluated respectively and separately.
Table G.2 shows the level of knowledge that application reviewers, certification decision makers, auditors and audit team leaders should have in the technical areas where certification activities involve different risks and complexity. Due to the level of risks and complexity, the level of knowledge may have different classification methods, while in Table G.2 the level of knowledge is indicated by “*”, that is, the bigger the number of “*”, the higher the level of knowledge needed.



Table G.2 Level of knowledge of technical areas by the 4 types of ISMS certification personnel
	Level of risks and complexity
Technical area
Knowledge level
Function

	Review of application to determine audit team competence, select auditors and determine audit time
	Review audit reports and make certification decisions
	Auditing
	Leading an audit team

	*
	*
	*
	**
	**

	**
	*
	*
	**
	**

	***
	**
	**
	***
	***



G.1.2 Competence Analysis and Evaluation System
CBs shall set up a competence analysis and evaluation system that covers all of the ISMS certification personnel in accordance with all the applicable requirements in the accreditation criteria. In terms of the technical competence, this system should include the following processes (See Table G.1), to ensure that each client is allocated with the technical competence necessary for effective audits and certification:  
a) Analysis of the technical competence needs for the certification scopes: CBs conduct analysis of the need for technical competence in all of the categories and subcategories of the certification scopes where they conduct certification activities (See G.1.3.1).  
b) Determining and adjusting the classification of technical areas and technical competence requirements: CBs formulate their own classification of technical areas (See G.1.1.2) by summarizing the knowledge resulting from their analysis of the categories and subcategories of the certification scopes where they conduct certification activities, and then on the basis of the knowledge of each technical area, determine the technical competence requirements for each type of personnel involved in each technical area, and develop audit guidance documents for specific technical areas when necessary. When more certification scopes are added, or when the technical competence analysis for a specific client or feedback from audit processes indicate that it is necessary, the classification of technical areas and the technical competence requirements for the technical areas shall be adjusted and improved accordingly.
c) Technical competence needs analysis for specific clients: During application review, analyse and determine the technical area and the corresponding technical competence for the audit and certification of this particular client in light of the specific circumstances of the client and the CB’s classification of technical areas and the CB’s technical competence requirements, so as to provide input into the selection and use of certification personnel and the improvement of the technical area classification and technical competence requirements, as well as to make necessary adjustments in the subsequent management of the audit programme in accordance with the changes in the client (See G.1.3.1).
d) Competence evaluation: In the stages of the management and implementation of certification activities, appropriate competence evaluation methods are used to evaluate the competence of the to-be-used personnel against the technical competence requirements, to determine whether they are technically competent (See G.1.4). Supplementary competence evaluation should be conducted for personnel in the following circumstances: 
1) Updated classification of technical areas and/or technical competence requirements; 
2) relevant feedback obtained through on-going competence monitoring;
3) upgraded personnel competence. 
e) Competence upgrading and supplementation: When competence evaluation results show that the competence of some personnel does not meet technical competence requirements, their competence shall be upgraded in appropriate ways (such as training), or supplemented by other means (such as the use of technical experts).
f) Select and use audit and certification personnel for specific clients: In light of the technical areas of the client and the technical competence requirements, select the competent personnel from those who have been evaluated and are available to conduct the audit and certification of the specific client.
g) On-going monitoring of competence: Conduct on-going monitoring of the use, maintenance and development of the technical competence of the personnel, to provide input into supplementary competence evaluation.


Figure G.1: Analysis and evaluation of the technical competence of ISMS certification personnel

[bookmark: _GoBack](图中的文字翻译)
(1) 认证业务范围能力需求分析 Analysis of competence needs for the certification scopes
认证业务范围专业能力需求 Technical competence needs for the certification scopes
(2) 来自审核的相关反馈 Relevant feedback from audits
技术领域的分类和专业能力要求的确定和调整 Classification of technical areas and the determination and adjustment of technical competence requirements
审核指导文件 Audit guidance documents
技术领域分类和专业能力要求 Classification of technical areas and technical competence requirements
(3) 特定客户组织具体情况 Specific circumstances of individual clients
特定客户组织专业能力需求分析 Analysis of technical competence needs for individual client organizations 
特定客户组织涉及的技术领域类别和专业能力 Categories of technical areas and technical competence concerning individual clients
(4) 人员能力评价 Evaluation of personnel competence 
具备能力？ Competent?
是 Yes
可用的人力资源 Usable human resources 
否 No
(5) 能力提升和补充 Upgrade and supplement the competence
(6) 选择和使用对特定客户组织实施审核和认证的人员 Select and use personnel to perform audits and certification of individual client organizations
(7) 能力的持续监视 On-going monitoring of competence 
过程 Process
输入和输出 Input and output
判定 Conclusion

G.1.3 Analysis of competence needs
G.1.3.1 Analysis of technical competence needs for the certification scopes 
G.1.3.1.1 As the starting point for the analysis and evaluation of the technical competence of the CB’s ISMS certification personnel, CBs should analyse the needs for technical competence in the categories and subcategories of the certification scopes where the CB conducts certification activities.
The analysis of the technical competence needs in the certification scopes is to preliminarily identify the technical knowledge needed for the certification activities in a category or subcategory, so as to lay a foundation for the classification of technical areas, the determination of technical competence requirements, the establishment of a competence analysis and evaluation framework, and the subsequent technical competence analysis for specific clients. Therefore, the analysis of technical competence needs of the categories and subcategories in the certification scopes may be based on the characteristic and representative situations of the (sub)category, rather than exhausting all possible situations in a (sub)category. 
G.1.3.1.2 To perform certification activities, it is necessary to have the knowledge involved in the establishment and implementation of the ISMS, of which the foundation is the evaluation and treatment of information security risks. Therefore, the perspective of evaluation and treatment of information security risks may be adopted for the analysis of competence needs in the categories and subcategories of the certification scopes (See Figure G.2), to analyse the typical situations and the corresponding knowledge in the establishment and implementation of the ISMS in the category, including: 
a) analyse the typical business flows and the typical information processing flows; 
b) based on the typical business flows and information processing flows, analyse typical assets (including hardware, software, network, business systems, personnel and data) and typical information security risks (including vulnerabilities and threats); 
c) based on typical information processing flows and typical assets, analyse the typical application of information technology in the category; 
d) based on business activities requirements, legal requirements and contractual/interested party requirements, analyse typical information security requirements; 
e) based on typical assets and typical information security requirements, analyse the typical information security characteristics of the typical information assets, such as confidentiality, availability, integrity, authenticity, non-repudiation, traceability, etc.; 
f) based on the typical information security risks and the typical information security characteristics of the typical information assets, analyse the typical control measures;  
g) based on the typical control measures, analyse the typical applications of information security techniques in this category. 




Figure G.2: Approach to competence needs analysis for ISMS certification scopes

(图中文字翻译)
(1) 典型业务流程 Typical business flows 
典型信息处理流程 Typical information processing flows
(2) 典型信息安全风险 typical information security risks
    典型资产 Typical assets 
(3) 信息技术的典型应用 Typical application of IT
(4) 业务活动要求 Requirements of business activities
法规要求 Legal requirements
合同／相关方要求 Contractual/interested party requirements 
(5) 典型信息安全要求 Typical information security requirements 
(6) 典型资产的典型信息安全特性 Typical information security characteristics of typical assets
(7) 典型控制措施 Typical control measures
    信息安全技术的典型应用 Typical application of information security techniques

G.1.3.2 Competence needs analysis for individual clients
G.1.3.2.1 When reviewing applications from a specific client, CBs should analyse and determine the technical areas and technical competence (i.e., competence needs) for the audit and certification of the client in light of the particular circumstances of the client and the CB’s classification of technical areas and technical competence requirements, and select the competent personnel from those who have been evaluated and available to conduct the audit and certification of the client.
After granting a client initial certification, the CB should in the subsequent management of the audit programme pay attention to any changes on the part of the client that may affect its competence needs, and in a timely manner make necessary adjustment of the competence needs and allocate the certification personnel accordingly. 
G.1.3.2.2 As the classification of technical areas and technical competence requirements are mostly determined on the basis of competence needs analysis in the certification scopes, while the competence needs analysis is based on typical circumstances of the certification scopes, not necessarily taking every possible situation into account. So when doing competence needs analysis of an individual client, attention should be paid to identifying whether the client has anything that has not been considered in the certification scope competence needs analysis. If yes, supplementary evaluation should be performed based on the specific issue (may use the perspective in Figure G.2), and on the basis of the analysis results adjust and improve the current technical area classification and technical competence requirements, and then perform supplementary evaluation of the competence of the relevant certification personnel, and upgrade and supplement such competence as necessary, so as to ensure adequate competence for conducting the audit and certification activities regarding the specific client. 
G.1.3.2.3 Competence needs analysis of individual clients is performed by application reviewers. As the competence of the application reviewers is evaluated on the basis of the current technical competence requirements, so in the process of competence needs analysis for an individual client, when there are signs indicating that the technical competence of the client may have exceeded what is in the current technical competence requirements, the CB should in a timely manner verify the competence of the application reviewers, and when necessary and in appropriate methods acquire adequate competence needed for the competence needs analysis of specific clients. 
G.1.4 Competence evaluation 
G.1.4.1 Competence evaluation is a process to obtain evidence to the competence of the evaluated person and compare the evidence with the competence requirements to determine whether the evaluated person meets such requirements. Competence analysis should keep the competence evidence, the records of the evaluation activities and the evaluation conclusion (including audio-visual information).
G.1.4.2 Competence evidence should be relevant to the competence requirements, and can support the evaluation conclusions. Therefore, CBs should obtain adequate competence evidence by means of appropriate evaluation methods. The selection of evaluation methods should take into account:
a) competence requirements against which evaluation is conducted (including knowledge, skills, results to be achieved); 
b) purpose of the evaluation, such as initial employment, on-going monitoring, extension of competence scope, supplementary evaluation following an updating of the competence requirements; 
c) already established understanding of and confidence in the competence of the evaluated person.
The following are some frequently used evaluation methods. These methods should be used in combination obtain adequate evidence and an all-round evaluation of the evaluated person. Usually, one of the methods alone is not enough to arrive at an all-round evaluation of the competence of the evaluated person.
a) Review of records: Review the records of the evaluated person’s education, work experience, training, audits, to obtain evidence of knowledge and skills and a basic understanding of his/her competence. Points of attention in review of records include: 
1) There should be adequate details in the records to identify the knowledge and skills that the evaluated person has; 
2) Methods such as investigation and interviews should be used, when necessary, to verify, clarify and validate the relevant information in the records;
3) After getting a basic understanding of the evaluated person’s competence by review of records, further actions should be taken to validate his/her competence by such as examinations, witnessing, etc.;
4) The conclusion of meeting relevant competence requirements should not be based only on education, years of work experience, training time, number of audits/audit days.
b) Feedback: Learn about the evaluated person’s knowledge, skills and performance from the feedback from his/her employer, colleagues or clients. Feedback should be a supplement to other methods of evaluation, and should not be the only source of information with which to determine the competence of the person in question. 
c) Interview: An interview is helpful to detailed understanding of the evaluated person’s knowledge or skills and can be used to evaluate the skills of language, communication and interpersonal relationship management. Direct evidence of demonstration of competence can be achieved by a structured interview with appropriate records against specific competence criteria. Examples of interview: 
· Employment interviews can be useful for elaborating on information from resumes and past work experience in regard to knowledge and skills; 
· Interviews as part of performance reviews can provide specific information on knowledge and skills; 
· An interview of an audit team during witness or for a post audit review can provide useful information about an auditor’s knowledge and skills. It provides an opportunity to understand why an auditor made specific decisions, selected specific audit trails, etc. 
d) [bookmark: _Toc198715728][bookmark: _Toc198716056][bookmark: _Toc198717463][bookmark: _Toc198717556][bookmark: _Toc199063302][bookmark: _Toc199063783][bookmark: _Toc199064036][bookmark: _Toc199065199][bookmark: _Toc199215443][bookmark: _Toc245109326]Examinations: Including written, oral, and practical examinations. Written examinations can provide good and well-documented evidence of knowledge and, depending on methods, also on skills. Oral examination can provide good evidence of knowledge but limited outcomes about skills. Examples of practical examinations include role playing, case studies, stress simulation, and on-the-job situations.  
e) Witnessing: Observing a person performing a task is a method which can be applied to all personnel of the CB. This method can provide direct evidence of competence. 
ISO/IEC 27007 Information technology -- Security techniques -- Guidelines for information security management systems auditing gives an ISMS CB guidance on how to determine an auditor’s competence to meet the needs of the audit programme. CBs can refer to the standard when establishing and implementing a competence analysis and evaluation system. 
[bookmark: _Toc2711875]
Annex A (Normative)
[bookmark: _客户组织复杂性和行业特定方面的分析][bookmark: _Toc2711876]Classification and Grading of Certification Scopes of ISMS CBs
	Category (2-digit) 
	Sub- category (4-digit)
	Grade
	Description
	Remarks

	01
	Political 
	

	
	01.01
	I
	Organs of state 
	Including the National People’s Congress, government, law courts, procuratorates, excluding the organs of taxation and customs. 

	
	01.02
	II
	Taxation organs
	

	
	01.03
	I
	Customs 
	

	
	01.04
	II
	Others
	E.g., parties, political consultative conferences, social organizations 

	02
	
	
	Public
	

	
	02.01
	I
	Communication, radio and TV broadcasting
	

	
	02.02
	I
	Press and publication 
	Including the provision of Internet content

	
	02.03
	II
	Scientific research
	Super projects shall be raised to Grade I.

	
	02.04
	II
	Social security
	E.g., management of social security funds, charity organizations, etc. including medical insurance.

	
	02.05
	II
	Medical services 
	

	
	02.06
	III
	Education 
	

	
	02.07
	III
	Others
	E.g., public utilities (water production and supply, sewage treatment, gas production and supply, thermal production and supply, maintenance and management of water/land transport facilities in cities, etc.)

	03
	
	
	Commercial
	

	
	03.01
	I
	Finance
	E.g., banks, securities, futures, insurance, asset management, etc.

	
	03.02
	I
	E-commerce
	with on-line transactions as the major characteristic, including network games.

	
	03.03
	I
	Logistics
	Including postal services 

	
	03.04
	III
	Consulting agency
	E.g., legal affairs, accounting, auditing, notary, etc.

	
	03.05
	III
	Tourism, hotels, restaurants 
	

	
	03.06
	III
	Others
	

	04
	
	
	Manufacture of products
	Products include software, hardware, processed material and services.

	
	04.01
	I
	Electricity
	Including power generation, transformation, distribution, etc.

	
	04.02
	I
	Railway
	

	
	04.03
	I
	Civil aviation
	

	
	04.04
	I
	Chemistry
	

	
	04.05
	I
	Aerospace
	

	
	04.06
	I
	Water conservancy
	

	
	04.07
	II
	Transport
	Including high way, water way, urban public passenger transport, etc., excluding aviation and railway. 

	
	04.08
	II
	Information and communication technology
	E.g., production of software and hardware and their services, system integration and its services, digital copyright protection, etc. 

	
	04.09
	II
	Metallurgy 
	

	
	04.10
	II
	Mining
	Including the extraction of petroleum and natural gas. 

	
	04.11
	II
	Food, medicine, tobacco 
	

	
	04.12
	III
	Agriculture, forestry, animal husbandry, sidelines, fishery
	

	
	04.13
	III
	Others
	


NOTE 1: CNAS classifies the certification scopes of ISMS CBs for the purpose of assessing the competence of the CBs in a standard framework and limiting the scope of their accreditation accordingly, promoting the growth of ISMS certification activities in a regulated and orderly direction, and controlling accreditation risks, while at the same time, giving the CBs a consistent framework for their competence analysis and evaluation. This classification does not mean that CNAS gives CBs approval to conduct certification activities in any organization in each category.  
NOTE 2: Taking into account the relevancy of ISMS techniques and knowledge to the business activities of the organizations, CNAS organized interested parties and industry experts to discuss and classify the types of activities of ISMS certified organizations and publicized this classification of certification scopes. This classification is based on China’s current ISMS certification and accreditation practices and experience, and covers the major sectors/areas under classified information security protection, such as radio and TV networks, communication networks, finance and banking, electricity, railway, civil aviation, petro-chemistry, etc., while at the same time giving consideration to other industrial sectors.
NOTE 4: Since ISMS certification is still at a developing stage the world over, both the number of certifications and the categories of business activities covered are limited in China. Thus the classification of the business activities of the organizations covered in certification scopes still needs continual improvement together with the growth of our ISMS certification business and our increasing experience. Therefore, CBs should not directly use the classification of certification scopes as business application technical areas. Rather, CBs should use it as a framework for further analysis and determination of business application technical areas. 
NOTE 4: The grading of certification scopes is for CNAS to consider relevant risks in determining the method of assessment of the certification scopes, so as to control the expansion of CB business activities and lower the risks of accreditation. Risk here refers to CNAS accreditation risks, i.e., when information security issues occur in organizations certified by ISMS CBs accredited by CNAS, the concurrent risk of damaging the reputation of CNAS or of CNAS being held liable. The grade of each subcategory takes into account the typical cases of the degree of importance of information security to national security, social order, public interests, the legal rights and interests of the organizations and their interested parties. 
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[bookmark: _Toc2711877]Annex B (Informative annex)
[bookmark: _Toc2711878]Areas of Generic Information Security Techniques and Generic Information Technology—Reference Classification, Knowledge Points and Application
NOTE: The following classification is not intended as a precise taxonomy of the subjects of the academic disciplines of information security techniques and information technologies. Rather, it gives a relatively reasonable and practical classification for the reference of ISMS CBs in their competence analysis and evaluation. 
A: Areas of Generic Information Security Techniques
	Category
	Description of elements
	Knowledge points
	Able to apply the knowledge points to analysing and making judgements about the following aspects

	A1: Information security risk management
	A1.1: Risk evaluation
	· Common risk evaluation methods
· Importance of information security of typical assets 
· Common vulnerabilities, threats and risks of typical assets
	· compliance of risk evaluation methods with standard requirements 
· compliance of risk evaluation practice with the requirements of the risk evaluation methods
· the adequacy of the content in the risk evaluation report (important assets, major vulnerabilities and threats, analysis and evaluation of the major risks, etc.)

	
	A1.2: Information security risk treatment
	· Basic elements of risk treatment and typical risk treatment methods
· Control measures of common vulnerabilities of typical assets
· Preventive measures against common threats of typical assets
· Preventive measures against typical information security risks
	· the adequacy of the risk treatment plans and their conformity to risk treatment criteria
· appropriateness of control measures 
· the actual status of the residual risks 

	
	A1.3: Vulnerability management
	· Typical operating system vulnerabilities and methods of acquisition 
· Typical application vulnerabilities
· Methods and tools for management of system vulnerability 
	· management of the vulnerabilities 
· the adequacy of the vulnerability reporting mechanism
· any ways of timely response to vulnerable points

	A2: Information security incidents management
	A2.1: Business continuity management
	· Information security requirements for business continuity management
· Requirements for business continuity management procedures
· Methods for developing business continuity plans and business continuity rehearsal programmes
· Methods for analyzing and evaluating business continuity rehearsals
· Typical emergency response process flow 
	· the adequacy of the analysis of key business
· the adequacy of the business continuity plans
· the adequacy of the business continuity rehearsal programme and the effectiveness of its implementation 
· the adequacy of the analysis of the business continuity rehearsal and the effectiveness of the evaluation 

	
	A2.2: Backup and recovery
	· Main-stream disaster backup and recovery techniques
· Typical disaster backup and recovery equipment
· Typical disaster backup and recovery management specifications
· Typical disaster backup and recovery programmes and environment 
	· the adequacy of the analysis of the disaster backup and recovery requirements 
· the adequacy of the disaster backup and recovery programme
· the conformity of day-to-day disaster backup and recovery management to relevant specifications 
· the effectiveness of disaster backup and recovery rehearsals 
· the adequacy of disaster backup and recovery rehearsals and the effectiveness of the evaluation. 

	A3: Physical and environmental security
	A.3.1 Regional security
	· Principles to establish security areas
· Typical control measures for security areas 
	· whether the establishment of security areas is reasonable 
· whether the marks of the security areas are clear 
· whether the control of the security areas is effective 

	
	A3.2 Security of the supporting facilities and equipment
	· Functions and performance of typical supporting facilities and equipment 
· Maintenance and management requirements for typical supporting facilities and equipment
	· conformity of the maintenance of supporting facilities and equipment to relevant specifications
· effectiveness of the emergency response measures regarding the supporting facilities and equipment 
· integrity of the maintenance records regarding the supporting facilities and equipment 

	A4: Network security
	A4.1 Boundary protection
	· Establishing the network environment and boundaries
· Typical network environment
· Typical network equipment
· Typical network attack methods
· Typical boundary protection techniques 
	· the practice of network management 
· conformity of the establishment of network areas to risk control requirements 
· conformity of the boundary protection to risk control requirements
· conformity of the maintenance of the network and boundary protection equipment to applicable specifications
· the effectiveness of the network and boundary protection emergency response measures 
· the integrity of the records of the maintenance of the network and boundary protection equipment 

	
	A4.2 Server security
	· Main-stream computing environment 
· Typical operating systems
· Typical system security issues
· Typical system security reinforcement techniques
	· the development and implementation of server log management specifications 
· conformity of the server security reinforcement to risk control requirements 
· conformity of the server equipment maintenance to specifications 
· effectiveness of the server equipment emergency response measures 
· the integrity of the records of the maintenance of the server equipment 

	
	A4.3 Defense against malicious and mobile codes
	· Fundamentals of malicious and mobile codes 
· Popular malicious codes
· Techniques to protect against malicious codes 
· Specifications for the use of mobile codes
· Main-stream products for detecting and prohibiting malicious codes 
	· the development and implementation of management specifications for malicious and mobile codes 
· the appropriateness of the use of mobile codes 
· conformity of the protection against malicious codes to information risk control requirements

	A5: Access control
	A5.1 User access control
	· User authentication techniques and main-stream products
· Typical network access control measures
· Typical operating system access control measures
· Typical application and information (including data bank) access control measures
	· the development and implementation of user access control specifications
· the integrity of the access control log 
· the effectiveness of the day-to-day checks of access controls

	
	A5.2 Mobile computers and remote work
	· Secure communication protocol
· Mobile computing patterns
· Remote work patterns
· Typical issues in remote work 
	· conformity of the secure communication protocols that are adopted to risk control requirements 
· the development and implementation of management specifications for mobile computing and remote work 

	A6: Software security
	A6.1 Software security development
	· Process management of software security design and development
· Typical application software security issues 
· Typical application software security controls measures 
	· the development and implementation of software development control specifications
· security needs analysis in software development design and special separate design in accordance with security needs
· the independence of the software development environment 
· the management of development documents 

	
	A6.2 Software security testing
	· Typical application software testing methods
· Major application software security testing points and security testing methods
	· the management of testing records 
· completion of the testing of the required security test points 
· independence of the testing environment 

	
	A6.3 Software acquisition and distribution management
	· Software distribution management techniques 
· Typical software acquisition methods 
· typical software distribution methods and tools
	· the development and implementation of software acquisition and distribution specifications
· the management of the documents of software development, testing and acceptance 
· the effectiveness of the software distribution control 

	
	A6.4 Software security audit
	· Software security audit techniques
· Key points in the security audit of application software 
· Typical application software security audit tools  
	· the development and implementation of software security audit specifications 
· control of the use of software security design tools 
· the integrity of the records of software security audit 

	A7: Cryptography
	A7.1 Principles of cryptography
Key management


	· Fundamentals of cryptography 
· Typical cryptographic algorithms 
· Techniques of cryptographic key management 
· Requirements for password application and cryptographic key management 
	· compliance of password uses to regulatory requirements
· in case of using cryptographic algorithms, its conformity to risk control requirements 
· in case of using secret keys, the conformity of their management to relevant requirements

	
	A7.2 Public key infrastructure (PKI)
	· Fundamentals and typical application of PKI
· RSA and ECC (two typical algorithms)
· CA certificate and its management, CA center management requirements 
	· in case of the establishment of a CA center, its compliance with regulatory requirements 
· in case of using cryptographic algorithms, the conformity of the length of secret keys to risk control requirements 

	A8: Information security building
	A8.1 IT product security 
	· IT product security evaluation
· IT product security assurance
· Configuration management and security management 
	· in case of the IT product developer, the development and implementation of relevant product security assurance specifications 
· appropriate security evaluation of the IT products adopted 
· necessary configuration management of the IT products
· conformity of the security configuration of the IT products to information security risk control requirements 

	
	A8.2 Information security engineering
	· Information security engineering concepts 
· Information security engineering management techniques 
	· the development and implementation of information security engineering specifications, when appropriate 

	
	A8.3 Information security products
	· Main-stream information security products 
· Information security product management requirements
	· conformity of the information security products adopted to the information security risk control requirements 
· compliance of the information security products adopted with relevant regulatory requirements
· the development and implementation of information security product configuration management specifications 
· the development and implementation of information security product log management specifications


B: Generic IT areas
	Category 
	Description of elements
	Knowledge points
	Able to apply the knowledge points to analyse and make judgements about the following aspects 

	B1: IT fundamentals 
	B1.1 Fundamentals of communication technology (including network communication and conventional communication technologies)
	· Network communication principles
· Conventional communication principles 
· The TCP/IP protocol family 
· Typical communication environment 
· Typical communication issues 
	· conformity of the network architecture to the organization’s risk control requirements
· the practice of routing policy management 
· the practice of the management of the communication outsourcing services
· the practice of the authorization control of communication equipment 
· effectiveness of the analysis of the communication equipment log 
· the practice of the management of new equipment in conventional communication environments 

	
	B.1.2 Computer technology fundamentals
	· Computer principles 
· Operating systems
· Data bank principles 
	· effectiveness of the system capacity management 
· effectiveness of the system vulnerability management
· conformity of the system authorization control
· effectiveness of the system log analysis
· conformity of the system edition management
· appropriateness of the data bank configuration management
· conformity of the databank user management and access control 
· effectiveness of the data bank backup policy and testing 
· conformity of the data bank backup information management
· effectiveness of the data bank vulnerability management
· effectiveness of the data bank log analysis 

	
	B1.3 System integration
	· Basic methods of system integration and project management methods 
· Design of system integration programme
· Typical system integration engineering
	· adequacy of the project security needs analysis
· standardization of the project document management
· standardization of the supervision over project implementation
· standardization of the project acceptance
· implementation of the subsequent project service assurance

	
	B1.4 Software engineering
	· Fundamental thoughts on software engineering 
· Software project implementation 
· CMMi
· Relevant national standards on software development management
	· adequacy of software development security needs analysis
· standardization of software development document management 
· the integrity of software development documents 
· standardization of software testing management
· standardization of software acceptance 
· standardization of software development environment management 
· effectiveness of software vulnerability management 
· standardization of software edition control 

	B2: IT application
	B2.1 Generic support platforms (Operating systems, data banks, middle ware)
	· Commonly used operating systems 
· Environments applicable to typical operating systems
· Layering of the application support platforms 
· Main-stream application support platforms
· Main-stream data banks
· Major security issues of operating systems, application support platforms and data banks
	Refer to B1.2, and consider the following: 
· the appropriateness of the network environment and system environment and application environment that have been allocated
· standardization of application service edition management
· the effectiveness of the application server vulnerability management 
· standardization of application server authorization management 
· the adequacy of application server log analysis 

	
	B2.2 Main-stream software development platforms
	· Main-stream software development platforms 
· Major software testing tools
	Refer to B1.4.

	
	B2.2 IT service management
	· Fundamental thoughts on IT service management
· IT service management flow
· Typical IT service management tools 
	· Standardization of outsourcing management 
· the appropriateness of the service level agreement 
· conformity of the set-up of the service management flow to the requirements in the customer service level agreement 
· standardization of the management of incidents, issues and knowledge 

	
	B2.4 Typical popular applications
	· Typical popular application systems 
 (such as OA, websites, email systems, real time communication systems, ERP, etc.)
	· effectiveness of application system capacity management 
· effectiveness of application system vulnerability management
· standardization of application system authorization control 
· the adequacy of application system log analysis 
· standardization of application system edition management
· effectiveness of the basic security protection of the application systems 
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